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Count All VVPAT Slips, Make Info on
EVM-VVPAT Public: Ex-CEC

28 Dec 2020, 6:32 PM IST, Poonam Agarwal, The Quint

“I would say VVPAT slips should be counted 100 percent. Then,
questions are raised on the amount of time taken. Number one, time
should not matter, credibility should.”: SY Quraishi, former Chief
Election Commissioner of India

The former Chief Election Commissioner SY Quraishi who had
always defended the Electronic Voting Machine (EVM) and the Voter
Verifiable Paper Audit Trail (VVPAT) systems – told The Quint that
the Election Commission of India (EC) should count 100 percent
paper slips rather than EVM votes.

The Quint has reported a series of articles highlighting EVM-VVPAT
vulnerabilities and the EC’s lack of transparency in addressing the
issue.

Here is the full interview with SY Quraishi.

Due to lack of transparency and vulnerabilities of the EVM voting
system, there is a demand for ballot paper voting. What do you have to
say?

Returning to the ballot paper would be a step backward. I would say,
VVPAT slips should be counted 100 percent. Then, questions are
raised on the amount of time taken. Number one, time should not
matter, credibility should. But, it should not even take time, as I have
checked with people who have been conducting the VVPAT election.
Counting one VVPAT slip from one machine takes about 20-25
minutes and the EVM takes the same time. We should not dispense the
EVM as it is essential, it should stay. (The VVPAT) is just a 3-inch
slip on which one vote is mentioned – either candidate A, B or C. It is
much easier to count. So, (the EC) should try it out.
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Why is a cloak of secrecy maintained over the EVM-VVPAT?
Because, as per cyber experts, the source code and the component
used in the EVM-VVPAT should be made public.

I would like to say, and it was my attitude even then (when I was the
Chief Election Commissioner) that anybody who is questioning the
EVM shouldn’t be treated as an anti-national or an enemy. You have
to treat him as a friend. If you point out some flaw, which I had not
noticed, and on the basis of which I get the EVM-VVPAT examined,
you are actually doing me and the nation a favour by improving the
system. So, all those who are questioning the EVM-VVPAT should be
brought onboard and should provide proof rather than (the EC)
looking down on them and treating them as hostile people, which is
wrong.

The Election Commission should not maintain secrecy. It should be
transparent. The EC is like a glasshouse, and everything should be
visible to the people. I would suggest that everything (related to
EVM-VVPAT) should be out in open and nothing should be held back.

Do you think the EC is not addressing concerns related to the
EVM-VVPAT?

I have been cautioning the EC about one thing – when a political party
is doubting our system and the machine, it is easy for us to call them
and persuade them to accept our point of view. But, once it percolates
into the public’s mind, it is impossible to change their minds.
Unfortunately, what we see now...I am on social media and every time
I open it, 10 people pounce on me, asking about my opinion on the
EVM. Any suspicion in the public’s mind about the EVM is very
unfortunate. The EC should be concerned about it, and it should do
everything to dispel such notions.

Is it correct to declare election results on provisional data?

To say that the exact figures (of votes polled or counted) will be
known after a few days is wrong and unacceptable. When the polling
is over, say 650 votes have been cast in a machine. That number is
sacrosanct and known to everybody. Everybody knows that this
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particular machine has 650 votes. So, the polling data is known by the
evening. And the counting day data is known as soon as you open the
machine. The figures are there, and they are exact. To say that they are
tentative is absolutely not understandable to me.

What do you have to say about some of the crucial matters related to
the EVM-VVPAT that are pending in the Supreme Court?

Why should the Supreme Court decide about these discrepancies? A
detailed statement from the EC should have been good enough. What
surprises me frankly is that why is the SC taking so long? These issues
are of national importance, and our democracy is dependent on them.
And the SC taking so long on such cases is another cause of concern. I
had always said that the SC is the guardian angel of democracy and
the EC, but this is something I used to say earlier. However, some
cases of this nature, like statistics and electoral bonds, have been
pending for years – that is not desirable or a happy situation at all.

Do you think the functioning of the EC is being questioned?

Not that there were no mistakes in our time. Eleven million people
were conducting elections. Somebody somewhere will make a
mistake. Any question mark on the EC is a matter of national concern.
The person to be concerned about it should be the Commission itself,
and they should introspect on why people are raising questions and
take corrective measures as well. The trust of the people and the
(almost) blind faith we had in our time has eroded a bit because the
EC is not prompt in its communications.

(At The Quint, we are answerable only to our audience. Play an active
role in shaping our journalism by becoming a member. Because the
truth is worth it.)

Read Latest News and Breaking News at The Quint, browse for more

from news and india

Topics: Supreme Court Elections Election Commission of India

Viewed using Just Read
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Electronic Voting Machine and VVPAT: EC is misleading that
Private consultants in ECIL are not involved in EVM checking
during LS & Assembly Elections

03 Aug 2019, 3:11 PM IST, Poonam Agarwal, The Quint

Video Editor: Vishal Kumar

The Election Commission of India has always maintained that no
private company or outsourcing in any form is involved in the election
process. But The Quint’s investigation has found this to not be true.

An RTI in The Quint’s possession shows that the Electronics
Corporation of India Limited (ECIL), a PSU that manufactures EVMs
and VVPAT machines, engaged private engineers as “consultants” and
that these private engineers have worked with the Election
Commission in Assembly Elections since 2017 and even in the 2019
Lok Sabha election.

Their job was extremely sensitive – to check and maintain EVMs and
VVPATs, starting from First level Checking (FLC) right up till and
including the Counting Day, which means they had easy access to
EVMs through the course of the elections.

ECIL engaged these private engineers for the Election Commission
from a Mumbai-based private company called M/s T&M Services
Consulting Private Limited.
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ECIL engages private consulting engineers from a Mumbai based
private company T&M Services Consulting Private Limited(Photo:
Shruti Mathur/The Quint)

When we checked with the Election Commission, the body’s reply
was,“No private company was engaged to provide engineers by BEL
& ECIL.”

Clearly, the Election Commission is hiding information and
misleading the public. Why?

An RTI about engaging private engineers was filed with ECIL in the
context of the 2017 Uttarakhand Assembly Elections by a lawyer
named Amit Ahluwalia.

The Mystery ‘Consultant’ Firm

ECIL’s RTI reply said, “ECIL is engaging skilled and semi skilled
‘Consultants’ through a single authorised manpower supply agency,
M/s T&M Services Consulting Private Limited.”

ECIL confirmed that close to 50 private consulting engineers were
used to check EVMs during the 2017 Uttarakhand Assembly
elections, and that only eight regular employees of ECIL were
involved.

We spoke to some of the ‘consultant’ engineers, and some even
confirmed to The Quint that they had been deputed for the 2019 Lok
Sabha Elections… once again to handle EVMs and VVPAT up until
and including the Counting Day.

It’s remarkable that part of the private consulting engineers’ job was to
upload key details like party symbols and candidates’ names on the
EVMs and VVPAT, for which they had access to these machines for
15 days before polling.

● Were these engineers vetted by the Election Commission? We

don't know!
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● The company, T&M Services Consulting, which provided these

engineers – was it vetted by the Election Commission, at least?

We don't know that either!

● What we do know and can say is that the entire election process

might have been compromised!

Free & Fair Elections Compromised?

The Quint has found out that about this matter, the Election
Commission hasn't just misled the public, but even one of its own
former bosses!

Former Chief Election Commissioner Dr SY Quraishi has told The
Quint that in 2017, he heard allegations that the sensitive task of
handling EVMs was being outsourced during Assembly elections in
2017. On reaching out to the EC, Quraishi says he was assured by EC
officials that only in-house engineers had checked EVMs and VVPAT
during those elections.

Quraishi had even tweeted about it in November 2017, going as far as
to even attach the guidelines EC had shared with him, which said:

“Only engineers of BEL/ECIL, who are on their payroll, are deployed
for FLC (First Level Checking) of elections.”

And yet, ECIL’s RTI reply concedes that they did use private
engineers during the Uttarakhand state elections – something the
Election Commission continues to deny!

We ask: Why this contradiction?

How can the EC not know whether ECIL is engaging a private
company for engineers or not? In national interest, in their role as
guarantors of free and fair elections, they have to know. And they are
obliged to tell you, the voter, as well!

ECIL and T&M Services Consulting have not yet responded to our
queries. We will update this story when they do.

24



(At The Quint, we are answerable only to our audience. Play an active
role in shaping our journalism by becoming a member. Because the
truth is worth it.)

Read Latest News and Breaking News at The Quint, browse for

more from news and india

Topics: EVM EVM Expose Lok Sabha elections 2019

Published:

Viewed using Just Read
Report an error

SOURCE:
https://www.thequint.com/news/india/pvt-consultants-had-evm-vvpat-
access-why-is-the-ec-denying-it#read-more

(TRUE COPY)

25

https://www.thequint.com/plan-selection?utm_source=global_cta
https://www.thequint.com/plan-selection?utm=global_cta
https://www.thequint.com/news
https://www.thequint.com/
https://www.thequint.com/news
https://www.thequint.com/news/india
https://www.thequint.com/topic/evm
https://www.thequint.com/topic/evm-expose
https://www.thequint.com/topic/lok-sabha-elections-2019
https://justread.link/
https://github.com/ZachSaucier/Just-Read/issues?utf8=%E2%9C%93&q=is%3Aissue%20label%3Abug%20
https://www.thequint.com/news/india/pvt-consultants-had-evm-vvpat-access-why-is-the-ec-denying-it#read-more
https://www.thequint.com/news/india/pvt-consultants-had-evm-vvpat-access-why-is-the-ec-denying-it#read-more


1	

Concerns	with	the	current	EVM	and	VVPAT	system	and	
recommendations	for	improvement	

1 Concerns	with	EVM+VVPAT	
1. In	 a	 stand-alone	Electronic	Voting	Machine	 (EVM)	without	Voter-Veri:ied	Paper	Audit	 Trail	 (VVPAT),	
where	votes	are	recorded	electronically	by	press	of	a	button	and	the	voter	cannot	examine	what	has	been	
recorded,	there	is	no	way	to	provide	a	guarantee	to	a	voter	that	her	vote	is	cast	as	intended	(recorded	
correctly	in	the	EVM),	recorded	as	cast	(what	is	recorded	in	the	EVM	is	what	is	collected	in	the	:inal	tally)	
and	counted	as	recorded.	This	casts	doubts	on	a	purely	EVM	based	system.	

2. It	 is	 well	 known	 that	 establishing	 the	 correctness	 of	 a	 system	 as	 complicated	 as	 an	 EVM	 is	 a	
computationally	intractable	problem.	It	is	also	well	known	that	testing	is	never	adequate	to	establish	the	
correctness	of	an	EVM,	and	tests	can	detect	only	a	small	fraction	of	possible	software	or	hardware	errors	
(follows	 a	 common	 maxim	 that	 tests	 do	 not	 constitute	 a	 proof	 of	 correctness).	 Further,	 pre-
determined	and	preset	test	patterns	are	inadequate	for	veri7ication	of	the	integrity	of	an	EVM.			

3. If	the	correctness	of	an	EVM	cannot	be	established	then	it	is	impossible	to	predict	whether	an	EVM	can	
be	hacked	or	not,	or	whether	all	EVMs	used	in	an	election	are	identical	in	functionality.	In	particular,	that	
an	EVM	has	not	yet	been	hacked	provides	no	guarantee	whatsoever	that	it	cannot	be	hacked.	Thus,	
elections	 must	 be	 conducted	 assuming	 that	 the	 electronic	 voting	 machines	 may	 possibly	 be	
tampered	with.	

4. Using	 VVPAT	 is	 one	 possible	way	 to	make	 the	 voting	 system	 auditable.	 Using	 VVPAT	 a	 voter	 can	 in	
principle	verify	that	her	vote	is	cast	as	intended,	and	a	suitably	designed	end-of-poll	statistical	audit	can	
possibly	determine	that	the	collection	and	counting	are	correct.	The	electronic	and	paper	records	can	
be	 used	 to	 cross	 check	 the	 integrity	 of	 each	 other.	 	 This,	 however,	 is	 crucially	 dependent	 on	 the	
following	requirements:	

(a) The	 VVPAT	 slips	 should	 be	 counted	 before	 declaring	 the	 results,	 and	 used	 to	 audit	 the	
electronically	determined	results.	Currently,	this	is	not	the	case.	

(b) The	VVPAT	system	should	be	made	truly	voter-veri7ied.	The	correct	VVPAT	protocol	would	be	to	
allow	a	voter	to	approve	the	VVPAT	slip	before	the	vote	is	:inally	cast,	and	to	provide	an	option	to	
cancel	her	vote	if	a	discrepancy	is	noticed.	This	also	requires	a	clear	protocol	for	dispute	resolution	
if	a	voter	complains	that	a	VVPAT	printout	is	incorrect.	The	ECI’s	current	VVPAT	system	is	not	
truly	voter-veri7ied	because	it	does	not	provide	the	necessary	agency	to	a	voter	to	cancel	her	vote	
if	she	thinks	it	has	been	recorded	incorrectly.	Also,	in	case	the	voter	raises	a	dispute,	there	is	no	way	
for	her	to	prove	that	she	is	not	lying.	As	such,	penalizing	a	voter	in	such	a	situation	is	incorrect.	
	

	

2 Recommendations	
1. EVMs	cannot	be	assumed	to	be	tamper-proof.	The	electronic	voting	system	should	be	redesigned	to	
be	software	and	hardware	independent	in	order	to	be	veri7iable	or	auditable.	This	does	not	imply	
that	software	or	hardware	cannot	be	used,	but	that	the	correctness	of	the	election	outcome	cannot	be	
entirely	dependent	on	the	assumption	of	their	working	correctly.	

2. The	 VVPAT	 system	 should	 be	 re-designed	 to	 be	 fully	 voter-veri7ied.	 The	 voter	 should	 be	 able	 to	
approve	the	VVPAT	printout	before	the	vote	is	:inally	cast,	and	be	able	to	cancel	if	there	is	an	error.	It	is	
well	understood	in	literature	that	this	cannot	be	achieved	by	an	additional	electronic	Cancel	button.	
If	the	:irst	button	cannot	be	trusted	then	neither	can	be	the	second.	The	only	way	the	VVPAT	slips	can	be	
truly	voter-veri:ied	is	if	a	voter	is	able	to	obtain	the	VVPAT	slip	in	her	hand	and	cast	it	into	a	box	or	discard	
it	with	her	own	agency.	There	may	be	the	concern	that	a	malicious	voter	may	try	to	discredit	the	system	
by	not	casting	a	VVPAT	or	by	casting	a	bogus	one.	This	risk	can	be	mitigated	by	requiring	that	the	voter	
folds	the	VVPAT	slip	in	the	privacy	of	the	booth,	comes	out	and	casts	the	VVPAT	in	a	ballot	box	kept	in	full	
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public	view	in	front	of	polling	agents	and	poll	of:icials.	They	may	possibly	verify	that	a	genuine	VVPAT	
slip	is	being	cast	by	checking	a	predesignated	mark	on	the	outside	of	the	fold.	

3. The	integrity	of	the	VVPAT	slips	and	the	EVM	machines	during	the	entire	time	after	polling	and	before	
counting	 and	 auditing	 must	 be	 ensured	 in	 a	 manner	 that	 is	 veri:iable	 by	 all	 (and	 especially	 the	
candidates).	There	should	be	no	trust	requirement	on	the	custody	chain.	

4. There	must	be	stringent	audit	of	the	electronic	vote	count	before	the	results	are	declared.	The	
audit	should	not	be	based	on	ad	hoc	methods	but	by	counting	a	statistically	signi7icant	sample	of	
the	VVPAT	slips	according	to	rigorous	and	well-established	statistical	audit	techniques	like	the	
Risk	Limiting	Audits	(RLA,	used	in	many	elections	world-wide),	which	guarantee	that	the	declared	
outcome	matches	the	one	that	would	have	been	determined	with	a	full	manual	count	of	the	VVPATs.	Such	
RLA	may	in	some	cases	--	depending	on	the	margin	of	victory	--	require	a	full	manual	counting	of	VVPAT	
slips.	Moreover,	the	entire	nation	should	not	be	treated	as	one	population	for	the	statistical	audit.	
Since	election	results	are	declared	at	the	granularity	level	of	constituencies,	it	is	important	that	
there	should	be	independent	statistical	audits	for	each	constituency.	

5. There	 should	 be	 legislation	 to	 decide	what	 is	 to	 be	 done	 if	 the	 audits	 reveal	 a	 problem.	 The	
amendments	to	the	Representation	of	the	People	Act	(RPA)	suggest	that	in	such	cases	the	VVPAT	count	
should	be	considered	as	the	correct	one,	which	appears	to	be	reasonable.	

6. There	 is	 a	 de:inite	 need	 to	 move	 away	 from	 certi:ication	 of	 voting	 equipment	 and	 processes	 and	
demonstrate	–	using	RLA,	or	a	full	manual	count	of	the	VVPATs	--	that	the	outcome	of	an	election	is	correct	
irrespective	of	machines	and	trust	requirements	on	custody	chains	of	EVMs.		

7. Finally,	the	voting	system	design	should	be	subjected	to	independent	(of	the	government	and	ECI)	review	
and	the	integrity	of	the	election	process	should	be	subjected	to	independent	audit.	The	7indings	should	
be	made	public.	In	particular,	all	design	details	should	be	transparent	and	publicly	available.	
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DEPOSITION ON: ELECTRONIC VOTING AND THE INDIAN EVM  
 

20 April 2020  

To,  

Citizens’ Commission on Elections, India 

 

Dear Chair Justice (Retd.) Lokur, Vice-Chair Habibullah and Other Members of the 
Commission,  

We are election integrity, computer security and computer science researchers with 
hundreds of years of collective experience. We provide this deposition on:  

(a) Compliance of electronic voting with the principles of democracy and  

(b) EVM/VVPATs before and during polling, storage, counting and declaration   of results.  

The content of the deposition is summarized as follows.  

 

ELECTRONIC VOTING AND THE PRINCIPLES OF DEMOCRACY 
An accurate and incorruptible voting process provides legitimacy to elected representatives 
and is hence essential for a healthy democracy. Transparency is a key factor in achieving 
these goals; aspects of an election that may be observed and independently-verified by the 
public will naturally be viewed as accurate and incorruptible.  

Electronic counting mechanisms¾whether implemented in computer hardware and 
firmware as in Indian EVMs, or software as in western electronic voting systems¾are not 
transparent to the voter, who does not know whether the vote was correctly recorded or 
counted. Internet access is not the only way to manipulate electronic voting machines; they 
provide a long time window¾over the cycle of design, implementation, manufacture, 
testing, maintenance, storage and deployment¾for insiders or criminals to attempt other 
means of access. The EVM is a computerized system and its internal logic can be changed by 
someone with physical access to the machine.  

While one may publicly test an electronic voting system for some known problems before 
use, there are at least three challenges with testing. First, it is not possible to know every 
vulnerability. Second, and relatedly, it is not possible to determine how a computer 
software or hardware module will perform in all circumstances. Hence, even for each known 
vulnerability, it is not possible to fully test that an electronic voting system will function as 
desired in each possible scenario. Third, computerized systems, such as the EVM, can be 
programmed to determine when they are being tested and to behave as expected during 
the test. Thus, while one should test as extensively as possible, testing can only reveal some 
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problems. The absence of problems during testing does not mean that problems do not 
exist.   

For the above reasons, no electronic voting machine, including the Indian EVM, can be 
assumed tamper-proof. Many countries—and even individual hackers—have the technical 
expertise to manipulate voting systems. The EVM is no exception. The vulnerabilities of 
electronic counting motivated France and The Netherlands to use paper ballots and hand 
count their recent elections. There are reports that Russia tried to change the 2014 election 
totals in Ukraine and to access voter databases in the 2016 US election.  

Knowing that testing is not sufficient, what additional precautions can we take? While 
voters cannot observe the internal counting mechanism of an electronic system, the 
principles of public observation can and should be applied to elections that rely on 
electronic technology. Best practices require that the use of an electronic voting system be 
accompanied by the generation and secure curation of a voter-verified paper audit trail 
(VVPAT). After the election, in addition to public audits of all election processes, the paper 
record must be publicly audited to verify the election outcome. These public audits provide 
the counterweight to the vulnerabilities of electronic counting mechanisms.  

In summary, elections relying on electronic voting machines should be conducted assuming 
the machines can be tampered with. Assurances from any official entity that the process or 
technology is tamper-proof are not sufficient. Voters and losing candidates should not have 
to trust an opaque machine and its counting mechanism, or an insider design, manufacture, 
testing and maintenance process. Every part of the election process and the technology 
should be open to examination and analysis by the candidates and the public. Transparency 
in design, implementation and use; an openness to the incorporation of ideas from the 
latest results in computer security; independent security testing of the design and 
implementation by experts and its feedback into the design cycle; education of the public on 
these aspects; full observation of the election process and manual audits of the VVPAT slips 
are all essential for high integrity elections that rely on electronic voting machines. 

 

THE INDIAN EVM, VVPATS AND ELECTION PROCEDURES 
The Indian EVM is interesting because its design is far simpler than that of other electronic 
voting machines. In India, it has greatly increased the efficiency of vote counting and 
facilitated enfranchising voters in remote areas. It has also made ballot box stuffing much 
harder. Pre-election procedures are, by and large, designed to be transparent and fair. 
However, this is not sufficient to ensure high integrity elections.  

We are not aware of any evidence that any elections using Indian EVMs were rigged. 
However, the vulnerability of a fully-electronic vote counting mechanism is significant. 
Attackers can be sophisticated enough to avoid detection, and the absence of evidence 
does not imply that election integrity can be assumed. It is not sufficient to rule out some 
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specific attacks, because other attacks could be discovered by those who wish to meddle 
with elections. The Election Commission’s excessive reliance on secrecy of design and the 
obviously false claim that the machines are tamper-proof greatly diminish the 
trustworthiness of the electoral process. The following changes can improve 
trustworthiness by increasing transparency:  

1. EVM design and implementation, as well as the results of both software and hardware 
verification, should be public and open to full independent review. Reports from 
independent experts should be made available to the public, and the important 
vulnerabilities discovered should be addressed as part of a regular public process with 
comments from the public as well as experts not involved in the review.  

2. A Voter Verifiable Paper Audit Trail (VVPAT) should be generated for every EVM in every 
election. The printed VVPAT slips should be stored securely and separately from the 
EVMs. The storage boxes should be sealed in the same manner that EVMs are sealed, 
with signatures from observers representing all candidates.   

3. Voters should be allowed to verify the printed VVPAT slip before the vote is cast. The 
use of a paper trail can greatly enhance the integrity of an electronic voting system. 
VVPAT slips are, however, weaker than paper ballots because paper ballots exactly 
represent the intended vote, but the VVPAT slip does so only if it is verified by the voter. 
The Indian VVPAT system does not allow the voter to verify the slip before the vote is 
cast.  

The correct VVPAT protocol is to allow a voter to approve the VVPAT slip before the vote 
is cast, to cancel her vote if there is a discrepancy, and have the opportunity to vote 
from another machine. Such a protocol should be implemented with Indian EVMs and 
VVPATs. 

Additionally, it is virtually impossible to determine whether a voter reporting a 
discrepancy is lying, because the EVM can behave differently when being observed. 
Stringent punishment for voters unable to prove a reported discrepancy between the 
VVPAT slip and the vote is counterproductive in this scenario.  

4. It is heartening that the recent Indian general election was carried out with full VVPAT 
capability and that VVPAT audits were carried out. However, the results of the audit 
were confusing and not easily available to the public. Additionally, auditing a fixed 
number of EVMs per constituency is not sufficient to verify elections with narrow 
margins. A robust, well-designed audit can provide considerable confidence in the 
outcome, and statistical principles would dictate when a full hand count would be 
required. Subtle differences among audits can result in a significant difference in the 
ability to detect problems. For this reason, best practices in the design of robust 
election audits should be followed, and expert advice on their design sought.  

5. Legislation will be needed on what to do when the audit reveals an outcome different 
from that declared by the EVMs. Legislation on how/when/whether a candidate may 
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request a full manual count independent/instead of the audit would need to be 
developed, or existing legislation modified.  

6. The use of risk-limiting audits using current EVMs, and end-to-end-independently-
verifiable (E2E-V) techniques for future EVMs, may be explored.  

If recommendations 1-5 above are followed, it may not be necessary to go back to paper 
ballots. If the VVPAT is not strengthened through improved voter-verification, secure 
storage, robust audit and supporting legislation, however, the vulnerabilities of the EVM will 
continue to pose a serious problem to election integrity and paper ballots could be 
preferred.  

Please find, on subsequent pages, details on the above comments and short biographies of 
the signatories. Should you have additional questions, we would be happy to answer them. 
Please send them to Prof. Poorvi L. Vora, poorvi@gwu.edu.  

 

Signatories 
Note that affiliations below are included for identification purposes only and do not 
reflect the view of the signatories’ employers or collaborators. 

Poorvi  L. Vora, (poorvi@gwu.edu), George Washington University, Washington, DC,  USA 

Alok Choudhary, Northwestern University, Evanston, Illinois, USA 

J. Alex Halderman, University of Michigan, Ann Arbor, Michigan, USA 

Douglas W. Jones, University of Iowa, Iowa City, Iowa, USA 

Nasir Memon, New York University (Brooklyn), New York, New York, USA 

Bhagirath Narahari, George Washington University, Washington, DC, USA 

R. Ramanujam, Institute of Mathematical Sciences, Chennai, India 

Ronald L. Rivest, Massachusetts Institute of Technology, Cambridge, Massachusetts 

Philip B. Stark, University of California, Berkeley 

K. V. Subrahmanyam, Chennai Mathematical Institute, Chennai, India 

Vanessa Teague, Thinking Cybersecurity, Australia 
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DETAILED DEPOSITION 

1. Uniqueness of the Indian EVM: The Indian EVM has an interesting design because it 
relies largely on hardware and firmware, unlike other electronic voting machines which 
are software-intensive. Additionally, it is a single-purpose machine; this implies that its 
design could be very simple, allowing for more thorough security analysis. Its prescribed 
use does not involve connections beyond its sole wired connection to the control unit, 
and it is not fitted for internet or other network access, including wireless access. The 
procedures used immediately pre-election are remarkably public. These features could 
serve to strengthen the integrity of elections run using Indian EVMs.  

2. Vulnerabilities in computerized counting: Yet, no computerized vote counting device 
can be guaranteed to be tamper-proof. The Indian EVM relies on the implementation of 
computer logic in computer chips and circuitry rather than on hundreds of thousands of 
lines of computer software code. The chips were intended to be read-only¾once 
manufactured to perform a certain computational task, the chips cannot be 
reprogrammed to perform another.  They can, however, be replaced by other chips at 
any time in the long cycle of use of the EVMS. Further, the machines can contain 
undetected errors or intentional changes to the circuit designs at the time of 
manufacture.  

3. Two plausible attacks:  

● Wolchok et al (2010)1 describe and demonstrate the placement and use of a 
dishonest display board with a built-in wireless receiver controlled through 
wireless signalling. In the absence of wireless instructions, it will behave honestly, 
displaying the correct vote totals.  

● In response to an earlier announcement by the Election Commission (EC) inviting 
the public to demonstrate that EVMs can be hacked, Amaldev2 describes the use 
of a small specially-designed device at one end of the cable connecting ballot and 
control units. While the Wolchok et al attack would need to be carried out before 
the device is sealed, the Amaldev attack can be carried out even after the device 
is sealed.  

 
1 Scott Wolchok, Eric Wustrow J. Alex Halderman, Hari K. Prasad, Arun Kankipati, Sai Krishna Sakhamuri, 
Vasavya Yagati, and Rop Gonggrijp “Security Analysis of India’s Electronic Voting Machines”  (video) Proc. 17th 
ACM Conference on Computer and Communications Security CCS ’10, Chicago, October 2010. The display 
board, which contains the circuitry required to display the vote counts provided to it by the electronic counter, 
can be replaced by a dishonest display board at any time before the machine is first sealed for a particular 
election. It can then also be used in future elections. The dishonest display board contains circuitry to receive 
wireless instructions from the attacker, and to calculate new vote totals so as to provide the attacker’s favorite 
candidate a win while arousing minimum suspicion. 
2 V. Amaldev, “How to Hack Indian EVMs”, 30 April 2017.  
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4. It is not about specific vulnerabilities: Every so often one hears about a “new” 
vulnerability. For example, an RTI filing revealed in 2019 that the micro-controller chip 
used in EVMs is not one-time programmable3 as claimed by the EC. The public does not 
know how to evaluate this risk to election security. On the one hand, there is little 
information in the public domain on the design of the Indian EVM4, and it is not 
possible to independently verify the reassurances of the EC. On the other hand, the EC’s 
case about the credibility of the EVM has been based on “trust us”5, yet this is an 
example of an EC claim that has been proven to be false.  

The issue of EVM security has been made into a patchwork of known problems and 
whether these are being protected against. Every time a new problem comes to public 
view, especially when it is counter to an EC claim, public trust is diminished. Such a 
situation is particularly volatile and not conducive to trustworthy elections. A more 
stable scenario arises if election protection depends on public designs, processes and 
audits.  

5. Voting machine designs should be public: It is not uncommon for computer security 
experts to miss vulnerabilities in their own designs6. For this reason, it is recommended 
that the design and implementation of any computerized voting system be widely 
observed and examined on a planned schedule. This makes it more likely that 
vulnerabilities are detected in the public domain, by experts, rather than left for 
detection by those wishing to do harm7. Once discovered, the vulneabilities can be 
addressed in a planned manner as well.  

6. Little transparency in EVM design: The EC is relying on the secrecy of the design to 

 
3 Venkatesh Nayak, “What the EC Is Hesitant to Tell the Public About EVMs and VVPATs”, The Wire, 22 May 
2019 
4 The only information on the detailed design available is from statements from the EC, for example, press 
notes on 16 March 2017 and 8 August 2009 and the paper by Wolchok et al. Information on procedures is 
available through explanatory videos, such as, for example, EVM Training Film dated 10 March, 2014 and 
additional detailed documents.  
5 See, for example, (b), (d) and (f), section 7 of the EC’s press note dated 16 March 2017, “Credibility of 
Electronic Voting Machines, Regarding”. In the same press note, the EC says: “The Election Commission would 
like to underline that it always had a firm conviction and complete satisfaction that EVMs could not be 
tampered with. Its faith on the machine has never wavered through the conduct of elections in the last many 
years”.  
6 For example, the original Needham-Schroeder public key protocol (1978) is vulnerable to a man in the middle 
attack; one of the simplest attacks on the Indian EVM described by Wolchok et al is a man in the middle attack.  
7 As an example of transparency improving the design of security technology, the National Institute of 
Standards and Technology (NIST) held public competitions for the Advanced Encryption Standard (AES) block 
cipher and the Secure Hash Algorithm (SHA-3) in 1997 and 2007 respectively. AES and SHA-3 are cryptographic 
standards underpinning secure electronic commerce, internet banking and all online international financial 
transactions. Designs were solicited in a public competition; experts from all over the world submitted entries 
which were published online; experts then attempted to demonstrate security vulnerabilities in the entries; 
the vulnerabilities thus detected were published online; the final winning designs were chosen based on their 
security and efficiency. 
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provide security8. Security best practices, however, require the assumption that the 
design is known by the enemy9, whether it is public or not.  

7. Independent Review Necessary: Best practices in election integrity include the 
engagement of an independent team of experts to perform a security analysis, the 
results of which are made public. (Note that independent EVM testing as currently 
performed does not include security testing/analysis.)  

For example, in 2007, the Secretary of State, California, USA, ordered the Top-To-
Bottom-Review, by noted academic and other experts, of all of the voting machine 
models certified for use in the state. The resulting detailed report on system 
vulnerabilities was made public, and action was taken against systems that were found 
to be insecure.  

Every time the EC has invited examination of Indian EVMs, however, the examination 
has been severely limited10, preventing true security analysis and missing the 
opportunity to educate the public on the strengths and vulnerabilities of its voting 
technology.  

8. Technical checks and balances can be circumvented: The EC points to technical reasons 
why the published attacks are not possible, and to procedures in place that would 
detect the attacks. These are useful and serve the purpose of providing some 
deterrence. They are not, however, sufficient by themselves¾in part because they are 
lacking, and in part because it is not possible to detect all possible attacks.  

● Functionality Tests and Mock Polls: There are a number of tests in place to check 
the performance of the hardware at various stages in the manufacturing and 
maintenance cycle11 and later, during First Level Checking (FLC)12. Candidate 
representatives participate in a number of mock polls13. However, a competent 
attacker would manipulate the hardware to detect when it is being tested14. 
Hardware manipulated at time of manufacture or afterward could provide testers 

 
8 See, for example, (b), (d) and (f), section 7 of the EC’s press note dated 16 March 2017, “Credibility of 
Electronic Voting Machines, Regarding”. 
9 For example, Kerckhoffs’ second principle states that the security of a system cannot depend on the design 
being secret; all security arguments must assume that those wishing to break system security would be able to 
determine the design, even if it is not public. See: Auguste Kerckhoffs, "La cryptographie militaire" Journal des 
sciences militaires, vol. IX, pp. 5–83, January 1883, pp. 161–191, February 1883. Peticolas, Fabien, electronic 
version and English translation of "La cryptographie militaire". 
10 See, for example, the invitation of 20 May 2017.  
11 See, for example, (c), (e), (g) and (i) in section 7 of the EC’s press note dated 16 March 2017, “Credibility of 
Electronic Voting Machines, Regarding”. 
12 See section 9 (a-c) ibid.  
13 See section 9 (c, e, g, h) 
14 For example, Volkswagen pled guilty to the development and use of software to detect emissions control 
testing in its 2L Diesel cars, which used improved emission controls during testing as compared to normal use. 
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with the results they expected to see, yet perform differently when used in the 
election15.  

● Randomization of EVMs: EVMs are chosen at random for allocation to 
constituencies and polling booths, after they undergo the FLC and are sealed with 
special bands and signatures. The randomization procedure is performed in 
software; this is not a truly random process, but a pseudo-random process, which 
can be predicted by those who know the randomization algorithm and the 
parameters used. Additionally, the software generating the random numbers can be 
manipulated to produce a pre-determined set of numbers which will choose a pre-
determined set of EVMs for a pre-determined location, and, even, booth. If the 
computer running the randomization software is on the internet, the randomization 
software can be manipulated easily. Even if it is not, however, the software can be 
manipulated without detection during manually-performed upgrades as well as at 
other times.  

● Candidate Order: Candidate order is not known till the candidate list is finalized, by 
which time EVMs are already sealed. This is often provided as an argument for why 
EVMs cannot be rigged, as an attacker would not know what button would 
correspond to a vote for his favourite candidate. This is not a problem if the 
attacker has a means of signalling after the EVMs are sealed, as described earlier. 
Additionally, even in the absence of signalling, it is not a problem for someone who 
wishes to simply ensure that the true winner will not win¾the dishonest hardware 
can be designed so as to exchange votes among all the candidates, for example.    

● Cryptography: Cryptography can be used by one hardware module to confirm that 
the other module is what it claims to be, to prevent an attacker from inserting a 
dishonest module. However, the security of cryptography depends on the secrecy of 
key stored on the module, and this can often be detected through the use of 
sophisticated equipment by a determined attacker. Also changes in the data before 
encryption/digital signature and after decryption/verification of the digital signature 
will not be detected.  

9. EC’s procedures can be circumvented: The precautions of the EC can be circumvented, 
including by insiders such as maintenance engineers. It is also possible that all processes 
are not always followed as described (for example, VVPAT checks routinely unearth 
instances of mock election votes being included in the tally). Many irregularities came 
to light in the 2019 general election: unused EVMs were transported without security16; 

 
15 Instructions to the dishonest hardware could be provided through the use of wireless signalling as by 
Wolchok et al, with the wireless receiver being a part of the dishonest hardware. 
16 Arnab Ganguly, “Uproar as EVMs moved in pvt vehicles; EC says they’re unused”, Mumbai Mirror, 22 May, 
2019. 
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there was at least one complaint17 of an EVM serial number not matching at counting 
time; an RTI filing revealed that 20 lakh EVMs18 claimed to be delivered by the 
manufacturers are not in the possession of the EC. These belie the EC’s claims of a 
tamper-proof process. 

10. EVMs cannot be assumed to be tamper-proof: This is not because of a weakness in the 
EVM design per se (we do not know the design beyond that reflected in public 
information), but because no electronic system can be assumed to be tamper-proof. 
Additionally, the administrative procedures do not prevent all tampering as we have 
described above.  

11. Best practices require that voting systems be software/hardware-independent19,20 
and elections be evidence-based21: The election process should be designed so that an 
undetected change in the voting system hardware or software cannot cause an 
undetected change in election outcome. This can be done through the generation of 
voter-verified evidence¾in the form of paper records of the votes¾and evidence that 
all the procedures were correctly performed22.    

12. Regular generation and secure storage of VVPAT: A complete VVPAT (each vote 
printed on paper) should be generated for each EVM in each election; the records 
should be stored securely, separate23 from EVMs. As with secure EVM storage, the 
storage containers with VVPAT slips should be sealed and signed by representatives of 
all candidates. The use of paper VVPAT slips is not anywhere near as burdensome as the 
use of paper ballots, because each VVPAT slip lists a single candidate.  

13. Voter Verification: Currently, VVPAT printers in India print the vote on a paper slip and 
display it to the voter for a few seconds, after which the slip falls into a storage 
container24. The voter is required to file an official complaint if the VVPAT slip is 
incorrect, with stringent punishment for false complaints. However, note that a 
dishonest EVM can avoid detection after the fact, and can, for example, behave 
honestly in demo mode. Stringent punishment to the voter in such a situation is 

 
17 Rajesh Kurup, “Urmila Matondkar files complaint over EVM discrepancies at Magathane polling station”, 
Business Line, The Hindu, 23 May, 2019. 
18 Venkitesh Ramakrishnan, “‘Missing’ EVMs”, Frontline, 24 May, 2019. 
19Ronald L. Rivest and John P. Wack. “On the notion of `‘software independence’ in voting systems.” (2006),   
20 Ronald L. Rivest. “On the notion of `software independence’ in voting systems.” Philosophical Transactions 
of The Royal Society A 366,1881 (2008) pp. 3759--3767.  
21 P.B. Stark and D.A. Wagner, “Evidence Based Elections”, IEEE Security and Privacy, special issue on electronic 
voting, 2012.  
22 Many countries use paper in some form for their elections: 70% of the votes in the 2016 US election had a 
paper record. Neither Britain nor Germany use electronic voting for general elections. France and The 
Netherlands both hand-counted their most recent elections. 
23 See, for example, section 7.8.2 “Basic Characteristics of IV Systems”, of the Voluntary Voting Systems 
Guidelines, Version 1 (2005), Volume 1.  
24 See, for example, Voter Verifiable Paper Audit Trail, training video. 
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counterproductive because it discourages voters from filing genuine complaints (as how 
can they be proven to be correct?). The correct protocol for generating the VVPAT is, 
however, as follows25: the vote is cast only after the voter has verified the printed slip. 
If the printed slip is incorrect, the voter cancels the vote and reports the problem, after 
which she is allowed to vote from another machine if she wishes. This discrepancy with 
the correct protocol needs to be rectified if the VVPAT is to be of use in improving 
election integrity.  

14. The VVPAT should be regularly audited: It is not sufficient to generate VVPAT slips that 
are verified by voters, as the EVM may still record or count the vote incorrectly. The 
VVPAT slips need to be audited, or cross-checked. Audits involve the public, manual 
examination of a randomly-chosen sample of the slips to ensure that the announced 
outcome is correct, and pose a workload far smaller than that of a full hand count. A full 
hand count is performed if the audit reveals that there is a problem. The design of a 
robust statistical audit also requires adherence to best practices, and audits should be 
designed by experts. Risk-limiting audits are strongly recommended.  

Audits were performed in the general election of 2020 by cross-checking hand counts of 
the VVPAT slips with EVM counts. We consider how many EVMs should be cross-
checked using India’s current approach. Another approach is described by Mohanty et 
al26.  

Abhay Bhatt Report: At the request of the Election Commission, Abhay Bhatt of Indian 
Statistical Institute, Delhi, and others provided a report describing how many EVMs 
should be cross-checked and why. The report recommends the cross-checking of only 
479 EVMs across the country, independent of how many total EVMs there are. It says 
that, if a fraction of 2% or more of the EVMs across the country are faulty, cross-
checking 479 chosen at random across the country will be sufficient to detect this fact 
with virtual certainty. This is a correct answer to the wrong question.   

The purpose of the cross-checking is to demonstrate that each constituency was 
correctly called. For this reason, the computation should be for each Lok Sabha 
constituency and not the entire country. We should ask how many EVMs need to be 
cross checked in a constituency to detect, for example, 2% faulty EVMs in that 
constituency. It is possible that only one constituency had faulty EVMs, but that there 
was a large enough number to change the outcome. A sample of 479 EVMs may not 
even include a single EVM from this constituency.  

 
25 “The voting system shall print and display a paper record of the voter ballot selections prior to the voter 
making his or her selections final by casting the ballot.”, from section 7.9.1, page 137, Voluntary Voting 
Systems Guidelines, Version 1 (2005), Volume 1. 
26 Mohanty, V., N. Akinyokun, A. Conway, C. Culnane, P.B. Stark, and V. Teague, 2019. Auditing Indian 
Elections, Proceedings of E-Vote ID 2019. Lecture Notes in Computer Science, 11759, R. Krimmer, M. 
Volkamer, V. Cortier, B. Beckert, R. K¨usters, U. Serd¨ult and D. Duenas-Cid (Eds.) Springer Nature, Switzerland. 
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Cross-checking 5 EVMS per Assembly Constituency: The current approach of checking 
five EVMs per Assembly constituency27 is sufficient to detect malfunctioning EVMs in 
wide margin contests but will not detect errors in narrow margin contests. For example, 
if about 1% of the EVMs in a Lok Sabha constituency are faulty, this fact will be detected 
only one-third of the time. Instead of auditing a fixed number of EVMs, the EC should 
audit as many EVMs as necessary to ensure that, if the outcome is incorrect, this fact is 
detected with a high pre-specified probability28. Additionally, if mismatches due to 
mock poll votes are detected, they need to be considered as errors in the cross check. 
At present, such mismatches are ignored; however, if these errors are made in all EVMs 
in a constituency, they could change an outcome with small margin and statistical 
estimates should take this into consideration.   

15. Legislation will be required to deal with the case when the audit, and subsequent 
recount, reveal a different winner from the winner obtained from EVM counts. 
Legislation will also be required to regulate when, and if, a candidate can request a 
hand count. Best practices suggest that legislation be based on statistical principles, as 
opposed to the judgment of individual election officials, to the extent possible.       

16. E2E-V EVMs may be considered: End-to-end-verifiable (E2E-V) voting systems29 enable 
voters to independently verify the outcome of an election, without requiring them to 
trust election technology or election procedures, other than those performed in public 
on Election Day. It is possible that adding E2E-V capability¾or some E2E-V 
techniques¾to EVMs can improve their transparency, though this can only be 
definitively determined after a study of the constraints and use scenarios of Indian 
elections. E2E-V capability cannot, however, entirely replace the need for the VVPAT 
and its audit.  

17. Should paper ballots be used: If recommendations 5, 7 and 11-15 above are 
implemented in their true spirit, it does not appear necessary to return to the use of 
paper ballots. The typical candidate list in Indian elections, as well as the number of 
voters, is large enough that paper ballots present inefficiencies and difficulty in election 
administration that can lead to disenfranchisement of voters in remote areas. The EVM, 
on the other hand, is far more efficient and portable and also helps prevent ballot 
stuffing. However, if the VVPAT is not strengthened as described in recommendations 
11-15, the vulnerability of EVMs will continue to pose a threat to election integrity 
and paper ballots may be preferred. 

 
27 “VVPAT verification: Supreme Court orders counting of paper slips of five EVMs in every constituency”, 
scroll.in, 8 April 2019.  
28 Poorvi L. Vora, “Can We Improve on the Integrity of our Elections?”, 
https://www2.seas.gwu.edu/~poorvi/EVN/VVPAT-Cross-Checking.pdf 20 April 2020.  
29 Josh Benaloh, Ronald Rivest, Peter Y. A. Ryan, Philip Stark, Vanessa Teague, Poorvi Vora, ‘End-to-end 
verifiability”, arXiv:1504.03778, 15 April, 2015.  
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Abstract: This note describes why the current tabulation audit process for India elections: 
comparing manual vote counts with declared counts of 5 Electronic Voting Machines per 
assembly constituency is not sufficient.  
 

The legitimacy of an election is directly related to its perceived transparency by all candidates 
and voters.  For this reason, elections should be evidence-based  and provide sufficient evidence 
to convince the losers and their supporters that they lost.  

This writer has previously described how EVMs, like all other computerised or electronic vote-
counters, can be tampered with. But, more importantly, all such vote counters are opaque to the 
public and reduce the transparency of an election. Thus, simply saying “it is so because the EVMs 
say so and they are tamper-proof” or “we test the EVMs and they are secure” is not sufficient. 
Voters and losing candidates should not have to trust an opaque machine and its counting 
mechanism, or an insider design, manufacture, testing and maintenance process.  

For example, it is possible that the precautions of the EC are circumvented, including by insiders 
such as maintenance engineers. It is also possible that all processes are not followed as described 
(for example, VVPAT checks routinely unearth instances of mock election votes being included in 
the tally). Irregularities have come to light in the last few days: unused EVMs were transported 
without security; there was at least one complaint of an EVM serial number not matching at 
counting time; an RTI filing revealed that 20 lakh EVMs claimed to be delivered by the 
manufacturers are not in the possession of the EC; another reveals that the micro-controller chip 
used in EVMs is not one-time programmable as claimed by the EC. These belie the EC’s claims of 
a tamper proof device and process.  

It is also not fair to shrug off the issue of EVM security saying that it is always the losers who 
question EVMs. Rahul Gandhi voiced his concerns about EVMs even as the Congress saw large 
gains in the 2018 Assembly elections. The BJP itself claimed to be able to demonstrate EVM 
hacking in 2009 after a major loss in the general election. EVM security has been an issue of 
concern among various parties since then. And, finally, all the losing parties together represent a 
large fraction of the voters whose concerns are, by definition, legitimate.  
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Cross-checking EVMs is important 

There is a simple solution to making the election extremely transparent while continuing to use 
EVMs. VVPAT slips, if securely stored, can be used as evidence and cross-checked to increase the 
transparency of the particular election. If the cross-checking corroborates the results shown by 
the EVMs, this would satisfy sceptics that the particular elections were not rigged. And, indeed, 
those saying EVMs are tamper-proof should not fear such cross-checking; if they are right, it can 
only buttress their argument. On the other hand, if the cross-checking does not corroborate the 
results, the VVPAT slips for that Lok Sabha constituency can be manually counted to determine 
who the true winner is.   

The idea is not to fully manually count the election and ignore EVM counts, but to verify that the 
correct winner has been announced. The cross-checking requires far less effort than a full manual 
count would. However, if a cross-check fails, then it is best to do a full hand count of that Lok 
Sabha constituency.  

Cross-checking of paper VVPAT slips has often been derided as a step backward and just another 
predictable distraction drummed up by the Opposition. In fact, it is an important step in ensuring 
that the results are correct, and in demonstrating this fact to the voters. 

 

How many EVMs should be cross-checked? 

At the request of the Election Commission, Abhay Bhatt of Indian Statistical Institute, Delhi, and 
others provided a report describing how many EVMs should be cross-checked and why. The 
report recommends the cross-checking of only 479 EVMs across the country, independent of how 
many total EVMs there are. It says that, if a fraction of 2% or more of the EVMs are faulty, cross-
checking 479 chosen at random across the country will be sufficient to detect this fact with virtual 
certainty.  

In response to a petition from the Opposition parties that the then standard of cross-checking 
one EVM per assembly constituency was not sufficient, the EC used the Bhatt Report to claim 
that their approach resulted in checking 4,125 EVMs over the entire country and was hence more 
than sufficient. However, the Supreme Court ordered the Election Commission to increase the 
number of cross-checked EVMs to five per Assembly constituency in order to assuage the 
concerns of the petitioners (this corresponds to 20,625 EVMs across the country). The court later 
turned down another petition by the Opposition parties to count 50% of EVMs per constituency, 
saying this was not necessary.  

Members of civil society have asked for all the VVPAT slips to be counted.  

That’s a wide variety of recommendations. What should we do now? How many EVMs should we 
cross-check? Is there a rational explanation that might guide us in our choice? 
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The Chance of Detecting Incorrect Outcomes with Five Cross-Checks Per Assembly Constituency 

The number of EVMs that need to be cross-checked depends on at least two variables.  

First, it depends on the fraction of EVMs reporting incorrect counts. A larger fraction is more 
easily detected.  

Second, it depends on what probability of detection is acceptable. If a lower probability is 
acceptable, fewer EVMs need to be cross-checked.  

Using Election Commission data for the 2014 Lok Sabha election and scholarly contributions in 
the literature, we can make some rough calculations assuming all constituencies are average.  

Using number of votes cast and balloting units used in the 2014 election, we estimate that, on 
average, about 3,024 EVMs are used per Lok Sabha constituency. The current procedures require 
that five EVMs are cross-checked from each Assembly constituency, which corresponds to about 
38 per Lok Sabha constituency.  

Table 1 presents approximate probabilities of detecting errors with this level of cross-checking; 
these numbers are intended to be approximate and we make no claims that they are exact 
numbers.  They do, however, give us a sense of the order of magnitude of the probabilities and 
illustrate the approach being proposed.  

We say that an error is detected if even a single EVM count does not match the hand count, after 
the hand count has been verified by recounting that batch of slips. Note that if the hand count 
does not match because some mock poll votes were not zeroed, it is still a detected error which 
should lead to a hand count of all machines for that constituency. If one wishes to ignore 
mismatches that are clearly because of mock polls, the number of EVMs that needs to be cross-
checked needs to be larger.  

Table 1: Chance of Detecting Errors using the Current Proposal of Five Cross-checked EVMs 
per Assembly Constituency  

 

Misreporting EVMs in a Lok Sabha 
Constituency 

Approximate Chance of Error Detection in 
that Constituency 

25% Virtually certain 

20% 0.9998 

10% 0.98 

5% Six of seven (0.86) 

2% One out of two (0.54) 

1% One out of three (0.33) 

46



 
Comparing These Results to the Claims of the Bhatt Report 

Why do the numbers in Table 1 diverge considerably from the Bhatt-Report recommendations 
(479 EVMs cross-checked across the country will detect a 2% rate of faulty EVMs with virtual 
certainty)? Table 1 says five EVMs cross-checked per assembly constituency, a number more than 
40 times larger than 479, will detect the problem with probability only about a half? 

First, the Bhatt report considers a 2% rate of faulty EVMs all across the country, while the above 
table considers it for a single Lok Sabha constituency. So, when the Bhatt Report assumes 2% 
EVMs are faulty, that is 543 times as many as are assumed in the table above. If about 16 lakh 
EVMs were used in the election, the Bhatt Report approach is proposed to detect if more than 
32,000 were faulty, or, if roughly more than a crore votes (of about 60 crore cast) were potentially 
incorrect. It is not being proposed for the detection of fewer faulty EVMs, or tens of thousands 
of incorrect votes, which would be sufficient to swing a single Lok Sabha seat.  

Second, and relatedly, the Bhatt Report does not explicitly say anything about faulty EVMs in a 
single constituency. It argues that there is no difference among constituencies that would be 
relevant to the working of the EVM and hence a constituency is not the unit to focus upon. it says 
the only kind of EVM faults assumed should be assumed to exist countrywide. If there is rigging 
in the elections, the election to every seat will be rigged by a similar fraction of the EVMs. It says 
this is because of all the precautionary measures taken by the EC, which prevent individual 
constituencies from being targeted.   

This is a circular argument. The reason we are cross-checking the EVMs is to have a transparent 
process that does not depend on the EC’s assurances, but is verified by the evidence. It is not the 
public’s job to suggest a possible attack on EVM security that the EC will then refute. It is the EC’s 
job to prove, through the VVPAT cross-checks, that the elections were correctly called.  In 
designing the cross-checking process to prove that all went as they assure us it did, they cannot 
assume that most of it did! They may assume only that which can be verified publicly, such as a 
VVPAT count.  

In a similar incorrect statement, the Bhatt Report claims that previous cross-checks of the VVPAT 
machines have not resulted in the detection of miscounts, and that this, too, provides statistical 
evidence that EVMs cannot be rigged. The field of election tabulation audits is well established, 
and it is understood there that each election is audited separately. It is not the technology that 
is being audited, but whether it functioned correctly and called this particular election correctly. 
In fact, the public does not know if the technology has changed between elections, or if existing 
malicious technology on the EVM has been activated between elections. Evidence from previous 
cross-checks, on totally different machines for totally different elections, should not be used as 
evidence for a current election.   
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The assumption that the unit to focus on is the entire country is a major flaw in the reasoning of 
the Bhatt Report. As a result, the report has provided the correct answer to the wrong question. 
Because the purpose of the cross-checking is to demonstrate that each constituency was 
correctly called, the unit should be a single Lok Sabha constituency.  

Third, the Bhatt Report (correctly) says that the number of EVMs to be cross-checked is roughly 
independent of the total number of EVMs (yes, this is roughly true if not intuitive). Hence we may 
apply their result to the unit of the Lok Sabha constituency: in order to detect a 2% rate of faulty 
EVMs in a single Lok Sabha constituency with the same degree of virtual certainty as in the Bhatt 
Report, one needs to cross-check roughly 479 EVMs in that constituency. (A quick glance at the 
table provided in the Bhatt Report shows us that the exact number is between 443 and 447, with 
the difference being due to the smaller number of EVMs in a single constituency compared to 
those used all over the country.) 

Fourth, the converse of the third point above also holds. Five EVMs per Assembly constituency 
corresponds to an average of about 38 EVMs per Lok Sabha constituency. If 38 EVMs are cross-
checked across the country, and the rate of faulty EVMs in the table are rates across the country, 
the probabilities of detection should be approximately as in our table.  

Relationship of Number of Misreporting EVMs to Election Margin 

How should we evaluate the number of misreporting EVMs in Table 1? Can the election outcome 
be correct if, say, 5% of the EVMs misreport?  

Observe that one vote moved from the winner to the loser changes the margin by two votes, 
because the winner’s tally decreases by one and the loser’s increases by as much.  

Consider a simple scenario of two candidates getting most of the votes, and one-fifth of the votes 
in all the faulty EVMs are moved from winner to loser. Suppose that 10 lakh votes are cast in that 
constituency, 4000 EVMs used, each recording 250 votes. In this case a misreporting EVM rate of 
5% corresponds to 200 misreporting EVMs, moving one-fifth of their votes each, a total of 10,000 
votes, from the winner to the loser. This could change the outcome of a race with a margin of 
20,000 votes or 2%. Similarly, 10% misreporting EVMs could change an election with a margin of 
4% (roughly 40,000 votes in our example). 

Assuming that one-fifth of votes are changed per misreporting EVM, we get the following plot 
for detection probability as a function of margin.  
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Figure A: Probability of detection as a function of margin when five EVMs are cross-checked per assembly 

constituency, and one-fifth of the votes in a faulty EVM are flipped from announced loser to announced winner 
 
A brasher attempt to rig the election would change more votes per EVM and result in fewer 
misreporting EVMs (because each misreports by a greater amount), and a lower probability of 
detection through cross-checking. However, in such a case, the rigging might be more obvious 
from the announced tallies, which might appear very different from expected. For example, if all 
votes in an EVM were for a single candidate because votes for all other candidates were moved 
to this candidate, this could attract attention and suspicion.  

Reasoning about how many EVMs to cross-check 

The chances of detection in Figure A are not good enough for contests with narrow margins. How 
should we improve on our chances of detection?  

The correct way to do this is to choose the number of cross-checked EVMs based on the margin 
of the constituency. If the margin is 10% (corresponding to 25% misreporting EVMs if each 
changes one-fifth of the votes from the loser to the winner), it is sufficient to check three EVMs 
per Assembly constituency, or about 20 per Lok Sabha constituency, for a detection probability 
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of 0.9987. In this case, it is not necessary to cross-check more, and the resources can be diverted 
towards closer elections.  

The following table lists the approximate required number of cross-checked EVMs for some 
example margins, for a detection probability of at least 0.98 (which is smaller than the detection 
probability guaranteed by the Bhatt Report, but appears reasonable).  

 
Table 2: Approximate number of cross-checked EVMs required per assembly constituency to 

detect rigging with probability 0.98 or more in Lok Sabha contests, assuming one-fifth of 
votes are flipped in faulty EVMs 

 

Margin of Lok Sabha Contest Number of Cross-Checked EVMs Needed Per 
Assembly Constituency for Detection 
Probability 0.98 

10% 3 

8% 3 

4% 5 

2% 10 

1% 20 

0.8% 25 

 
 
Thus, the smaller the margin, the more EVMs we need to check. This is because fewer EVMs need 
to be rigged to change the election, and if we don’t check a large number, we will miss the few 
that were rigged.  

A more accurate approach than that we have described would take into consideration the 
variation in number of votes across EVNs.  A completely different approach specially designed for 
the Indian election is described by Mohanty et al.  

Other important aspects of the election audit 

We can only rely on VVPAT cross-checking if the VVPAT slips do indeed represent the will of the 
voters.  

Currently, there is a heavy penalty for voters who complain that their slip did not represent their 
vote if the EVM does not demonstrate the same behavior when it is tested by an official. This 
dissuades voters from complaining. On the other hand, if we accept all complaints, voters may 
choose to lie to call an election into doubt. One solution is to design the VVPAT machines so that 
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a voter may cancel her vote if the slip does not represent it correctly and she may vote again on 
a different machine if available.  

The VVPAT slips must be securely stored between vote casting and cross-checking.  

The EVMs chosen for cross-checking must be chosen at random; the current proposal of using 
lottery drawing by candidates and their representatives could serve this purpose.  

The proposal to count VVPAT slips for each election is a very good one. It would be more effective 
for the purpose of checking the election outcome if more EVMs were cross-checked, and how 
many are cross-checked can be decided by the margin of the constituency using simple formulae 
such as those proposed in Aslan et al. More complicated approaches may be used if one wants 
to take into consideration the variation in the number of votes across EVNs.  

 

------------------- 
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Abstract

What are the salient properties that electronic voting systems must satisfy in order to meet democratic principles? Are
such requirements viable or are they of only theoretical interest? How would the ECI’s EVM fare against such properties?
These are some of the questions I shall attempt to answer in this deposition.

1 Introduction
India recently concluded the world’s largest parliamentary election [Wu and Gettleman, 2019] with 543 constituencies
and well over 1 million voters per constituency on the average. Complete polling with offline electronic voting machines
(EVM) not only ensured efficiency of the polling process and timely announcement of results, but, from several accounts,
also ensured that the election was fair [ET-Bureau, 2019, Purkayastha and Sinha, 2019]. Electronic voting perhaps is
essential for managing elections of such size and complexity. However, the EVM solution [Election Commission of India,
2019a,b] was not verifiable therefore its guarantees could not be established [Shukla, 2018, Banerjee and Sharma, 2019],
which inevitably generated disquiet during the elections [Vora, 2017, Venkataramakrishnan, 2019].

World-wide concerns with EVMs have resulted in their being discontinued in many countries. After several years of
controversy, Netherlands abandoned electronic voting in 2007 [Goldsmith and Ruthrauff, 2007], deciding that the integrity
of the democratic process was more important than efficiency. Similar considerations have led to their discontinuation
in Germany [NDI, 2019], France [Reuters, 2017], Ireland [O’Halloran and O’Regan, 2010] and several others. Many in
the USA have voiced their apprehensions [Mercuri, 2007, Schneier, 2018, Schwartz, 2018] against existing EVMs, and
the Defense Advanced Research Project Agency (DARPA) has decided to design and build a secure open source voting
system for the future [Zetter, 2019]. In a recent report, the national academies in the USA have recommended conducting
elections with human readable paper ballots trails [National Academies of Sciences, Engineering and Medicine, 2018].

It is clear that any electronic voting system must satisfy certain minimum requirements before they can be accepted as
instruments for enabling electoral democracy. It is worth noting that any set of technical requirements is, in fact, driven
by only three obligations: (i) the losing candidate has to be provided with a convincing proof of their loss, (ii) the voter,
should she demands, be supplied with the guarantee that her vote was indeed cast-as-intended (indicating that the voting
machine has registered the vote correctly), recorded-as-cast (indicating the cast vote is correctly included in the final
tally), and counted-as-recorded (indicating that final tally is correctly computed), iii) no vote should be recorded other
than those for which a designated polling officer certifies the eligibility and identity checks of the voter, and iv) all votes
are kept secret during and after polling.

These, in turn, dictate that any electronic voting system must establish the following three properties:

• Correctness: all votes are recorded-as-intended (composition of cast-as-intended and recorded-as-cast) and counted-
as-recorded; and that there is no spurious vote injection.

• Privacy: voter secrecy at all stages of the voting process attacks (such as vote manipulation, injection, and deletion)

Achieving the above properties in a technical design is known to be notoriously challenging (due to the seemingly con-
flicting requirements of security and privacy). Above all, the demanding set of technical requirements cannot be put in
a paternalistic design that takes away the understanding of the process of collection, recording and accounting of votes
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from the voters. It is crucial for democracy that not only are elections fair, but that they also appear to be fair and do not
depend on certification by experts and auditors. While banning electronic voting, the German Constitutional Court made
the following observation [NDI, 2019]:

The use of voting machines which electronically record the voters’ votes and electronically ascertain the
election result only meets the constitutional requirements if the essential steps of the voting and of the ascer-
tainment of the result can be examined reliably and without any specialist knowledge of the subject [...]

In light of the above observations, we may be pressed to ask the following:

Q1 can one design systems or are there existing ones, such as paper ballots, that meet the above-discussed properties?

Q2 does the ECI’s EVM meet the above-mentioned set of requirements? If not, can we identify the requirements on
which they (may) fail?

Paper ballots have been the cornerstone of electoral democracy for over two centuries. No analysis on electronic voting
systems, therefore, can be complete without a reflection on paper ballots first. While it may appear [Sampath, 2019] that
paper ballots meet the democratic principles, on a deeper analysis it emerges that paper ballots cannot guarantee some
crucial requirements listed above. Paper ballot based voting systems neither provide a guarantee to a voter that her vote is
recorded as intended and counted as recorded (without loss of privacy), nor provide guarantees against vote injection and
deletion to a losing candidate. Clearly, the correctness and security properties are not preserved.

In contrast, how do electronic voting systems fare? It may come as a surprise that design of electronic voting systems
has been studied extensively in the field of computer science for over three decades with the answer to the first part of
Q1 being in the positive. See [Bernhard et al., 2017] for a review. It is not clear whether such a rich literature was even
referred to while designing the Indian EVM.

In the absence of any public information on the design of ECI’s EVM, and a formal proof or even an informal statement
on the best design practices adopted relating to the correctness, security and privacy aspects of the machine, one can only
conclude the answer to Q2 to be in the negative.

In the following text, I will attempt to present a distilled set of principles from the literature which abstractly map to
the above mentioned requirements. Thereafter, I will present an argument on why ECI’s EVMs appear on a weak footing
in relation to some of these key principles. Subsequently, I will briefly discuss two recent and popular electronic voting
protocols as examples of robust designs before concluding this written deposition.

2 Trust assumptions and key democratic principles in electronic voting

2.1 (No) Trust requirement for correctness
Democratic principles demand that it should not be necessary to trust any authorities, individually or collectively, for
the correctness of the election process. Moreover, every component of the election process should be publicly auditable
without requiring trust on any special auditors or experts.

Polling also requires strict identity verification of voters against a voter list for all votes, and must rely either on digital
authentication or on offline identity verification by a polling officer. In the absence of a de-duplicated digital voter identity
system, trust on the latter is unavoidable for eligibility checking. However, this trust must be publicly recorded, and we
require the polling officers to certify each valid vote.

2.2 Trust requirement for voter secrecy
In any polling system voter secrecy must be preserved at all times. Hence, voting systems must never issue a receipt
for the cast vote to a voter to ensure that a voter is never able to prove to a coercer or a potential vote buyer who they
voted for [Benaloh and Tuinstra, 1994]. Secrecy and receipt-freeness are necessary conditions for coercion-free voting.
Receipt-freeness however does not preclude issuing a token receipt to a voter from which no information about who they
voted for can be gleaned.

All electronic voting systems need to trust the hardware security and privacy implementations - for example using
trusted execution environments [Sabt et al., 2015] - and also the custody chain of authorities for not compromising voter
secrecy. The protocol itself must guarantee not to leak information.
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2.3 Key democratic principles
Universal verifiability: A voting system is universally verifiable if it can provide provable recorded-as-cast and counted-

as-recorded guarantees for every vote, either deterministically or with a high probability. Universal verifiability
implies that a system is auditable.

Individual verifiability: Individually verifiable usually implies [Cortier and Lallemand, 2018, Castelló, 2016] that every
voter can verify that their vote is cast-as-intended and is recorded in the final list to be tallied. It turns out that
individual verifiability is essential for voter secrecy [Cortier and Lallemand, 2018].

Ideally, one may want a stronger version of individual verifiability where a voter can proactively seek a sound
and complete proof that their vote is also recorded-as-intended and counted-as-recorded. The proof of individual
verifiability should be available on demand, and if it depends on a global universally verifiable component, then
that component should be publicly auditable without requiring any special auditors. In other words, every voter
should be able to trace their vote to the tally for their chosen candidate and verify the tally. Individual verifiability
is necessary to establish that a cast vote is non-repudiable, i.e., a voter cannot later claim that their vote was
not recorded or counted correctly. It is also worth noting that universal verifiability does not imply individual
verifiability, therefore preserving individual verifiability is necessary in its own right.

Such individual verifiability is the very root of voter confidence in electoral democarcy.

Dispute resolution: Effective dispute resolution requires a process for clear determination in favour of either the voter
or the election authority in case of a challenge, without compromising voter secrecy. Central to dispute resolution
is the non-repudiability of a cast vote. Non-repudiability of a cast vote cannot be established without the election
authority being able to provide a sound proof of recorded-as-intended, or compromising on voter secrecy. It is
also worth noting that universal verifiability does not always establish the non-repudiability of a cast vote without
relying on instruments beyond the control of an individual voter (such as publicly auditable processes), or without
compromising voter secrecy.

Finally, dispute resolution also requires non-repudiability of the verification receipts issued to voters by the election
and polling authorities. This, in turn, requires all receipts to be duly signed.

Software independence: A voting system is software-independent if an undetected change or error in its software cannot
cause an undetectable change or error in an election outcome [Rivest, 2008]. Software independence is a necessary
condition for universal verifiability, because hardware-software verifiability of a system such as an EVM is almost
surely an intractable (at least NP-Hard) problem. [Mercuri, 1992].

A typical EVM consists of a push-button user interface for voters to cast votes, a memory card to store the cast
votes, and the software performing the recording and accounting operations running on a CPU. An EVM system
composed from its components can exist in one of a very large number of states, which, in most cases, is an
exponential function of the configuration parameters. either software or hardware may occur in a manner that is not
deterministically reproducible, which necessitates examination of all the states that the system can be in. (These
are not systematic failures like due to hacking, and can only cause denial of service type of faults) Examination
of such large systems is an intractable problem, which often compels the examiners to rely on weaker forms of
verification such as quality assurance (QA) methods – for instance, testing. However, well documented studies
have shown that such weaker notions of verification can only detect a fraction of software errors (follows a common
maxim that tests do not constitute a proof). Even if through weaker verification procedures one could ascertain
the correctness of software to a reasonable degree, it is still inadequate. Ken Thompson, in his 1984 Turing award
speech, illustrated that even with software programs shown to be correct the effort is far from over. One could insert
a back-door (Trojan) into the hardware thereby facilitating exploits which remain undetectable. Thus, hardware
specification, down to the chip level, along with the formal specification of all the side-channels must also be
revealed and examined. In particular, it may be impossible to determine with reasonable amount of computation or
testing whether such systems can ever reach a compromised state, perhaps due to hacking, where the democratic
principles are violated.

Finding faults in such large composed systems is either impossible in general or highly expensive. Thus, the
correctness of an E2E (end-to-end) verifiable voting systems should best not depend on the hardware or software
used, and must be established solely from the output computed at various stages.

Protection against spurious vote injection: A voting system must also be free of spurious vote injection, at all times
before, during or after polling. A voting system must guarantee that no votes are recorded and tallied other than those
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approved by the polling officer. Universal verifiability does not usually guarantee against spurious vote injection by
collusion of authorities.

Bare-handed voting: It has also been advocated that a voter should have zero digital computing available at voting time
[Chaum, 2004]. The reasons for bare-handed voting are twofold. First, it is unfair to rely on voters to be able
to compute cryptographic functions - or even digitally sign - when they may not have the agency or necessary
understanding of the process. Second, it is unreasonable to assume that voters can have access to trusted comput-
ing platforms that will not leak information [Rivest, 2001a, Adida, 2006]. For example, commodity laptops and
handhelds, which a voter may own but not have complete understanding of, certainly cannot be trusted either for
correctness of cryptographic computations or for privacy of voting. The secure platform problem [Rivest, 2001b] ef-
fectively rules out internet voting [Chaum, 2004, Rivest, 2001a,b, Mercuri, 2007], and bare-handed voting systems
must necessarily be polling booth protocols.

Large aggregation: Finally, making the vote tally of an EVM or a polling booth - typically of a few thousand voters
- public may enable profiling of a locality or a community. Hence, it is essential to aggregate the votes over
several polling booths and EVMs leading up to perhaps even an entire constituency before making the tally public.
Large aggregations are essential for community privacy, and necessitates hiding the polling officers’ identities, yet
requiring the polling officers to certify each recorded vote.

3 A Comment on EVMs and VVPATs
Any EVM based solution that relies on hardware and software integrity, with or without voter-verified paper audit trails
(VVPAT) [Mercuri, 1992, Election Commission of India, 2019a], is not software independent and is hence not universally
verifiable. Besides, VVPAT only ensures that the electronic vote count matches that of the paper audit trail, and that
by itself provides no guarantee against spurious vote injection or deletion in both post the polling process. Thus, the
fundamental principle of correctness cannot be established for software/hardware dependent EVM based voting systems.
Reliance on ad hoc and unverifiable processes such as in [Election Commission of India, 2019a, Purkayastha and Sinha,
2019] can only result in uncertain technological solutions for electoral democracy.

Even if EVMs were to be shown to be universally verifiable, in absence of individual verifiability the elections cannot
offer any instrument through which they can convince the voter about her vote is cast as intended and counted as cast,
without compromising the privacy of the cast vote.

A silver-lining, however, exists. Several E2E verifiable electronic voting protocols have been formulated that formally
guarantee many of the principles discussed in the previous section. In the following section, I will cover two such protocols
that are either direct-recording electronic (DRE) or optical scanning based electronic voting systems which have been in
existence prior to the 2019 elections in India.

4 Some existing E2E voting protocols

4.1 Scantegrity
Scantegrity [Chaum et al., 2008] is an E2E universally verifiable voting protocol which is identical to optical scan voting
systems with an additional feature that voters can take home a receipt from which no privacy information is leaked. The
ballots are pre-prepared as shown in Figure 1, where the candidate to letter code mapping is randomized in each ballot.
Each voter after casting her vote tears off the perforated top right corner of the ballot which has a unique serial number
and notes down the letter code corresponding to the choice.

Each voter also has an option to do a cast-or-audit challenge [Benaloh, 2006]. In case of a challenge the voter retains
that unmarked blank ballot and is issued a fresh one for voting. At a later point of time the voter can demand an audit of
the correctness of the ballot encryption, i.e., the correctness of the candidate to letter code mapping for the ballot serial
number for the challenged ballot. A statistically significant number of voter challenges provide a probabilistic universal
guarantee that the mappings are correct.

The chosen code letter against the serial number for all cast votes are published on a public bulletin board without
the candidate names (Figure 2). A voter can verify that her vote is cast-as-intended - for the letter code - by looking up
the row in the bulletin board marked with her serial number. An anonymous but a verifiable mapping between the actual
vote and the receipt serial number is maintained by a special component called mixnet [Chaum, 1981, Chaum et al., 2008]
(Figure 2). A mixnet is similar to a switchboard that applies cryptographic operations to conceal the path of messages
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Figure 1: Scantegrity Ballot (from [Chaum et al., 2008])
Figure 2: Mixnet (from [Chaum et al., 2008])

through the network. A typical mixnet can have many layers, each layer leading to cryptographic concealment. A voter
can trace an encoded receipt only up to the input of the mixnet. Thereafter they can only verify partial correctness by
examining parts of a mixnet that are trusted to be randomly chosen by an auditor and are revealed publicly. For every
path, at least one part is kept hidden to preserve voter secrecy. The public audit of large parts of the mixnet for a sufficient
number of voters provide a probabilistic guarantee and ensure universal verifiability. The final result of the mixnet is
publicly displayed on another bulletin board and anybody can verify the tally.

Individual verifiability is only partial in the protocol because the voter cannot trace her vote to the final tally and must
rely on universally verifiable guarantees (thus, recorded-as-cast guarantee is not available). Prêt à voter [Ryan et al., 2009]
is a system quite similar to Scantegrity in principle which has been tested in several public elections.

4.2 Starvote
Starvote [Bell et al., 2013] is an E2E DRE voting system offering similar guarantees as Scantegrity, however, its methods
of hiding the vote and preserving privacy and universal verifiability are different.

The voter casts her vote in a voting terminal with GUI (for clear sight voters) or auditory UI (for visually handicapped
voters). After the vote is selected, the terminal performs three actions: (i) its prints a take-home receipt that identifies a
short cryptographic digest that serves as the commitment of the vote along with some additional meta-data such as the time
of the vote, the terminal used for casting the vote, etc., (ii) it prints a paper ballot with a random serial number along with
the summary of the vote in clear text, which serves as a voter verified paper record. The voter after reviewing the second
receipt can either cast the ballot (drop it in a box) or use the current choice as a challenge-and-audit action [Benaloh,
2006] to convince herself later of the correctness of the cryptographic encoding of her vote, and (iii) the terminal sends
the encrypted data to the election commission’s office.

The encrypted votes are posted on a public bulletin board. The voters can verify the presence of their votes on the
bulletin board by matching the cryptographic digest on their take-home receipts with specific rows in the bulletin board.
The tallying of the cryptographic votes is performed by the election authority using a special homomorphic property of
cryptographic operations. In other words, the homomorphic property on encrypted data allows the election authority to
perform counting on encrypted votes without ever requiring to decrypt the votes. Anybody can verify the homomorphic
tallying.

The protocol is universally verifiable. However, the universal verifiability is only partial because a voter can only have
a universal statistical guarantee that her vote was correctly encoded.

4.3 Discussion
While protocols such as Scantegrity and Starvote preserve properties like universal verifiability and software indepen-
dence, they do not offer non-repudiation on cast votes; in particular, Scantegrity does not guarantee recorded-as-cast
property and Starvote does not preserve cast-as-intended property. Therefore, in such class of protocols the individual
verifiability guarantee is met only partially. Both these systems are also vulnerable to spurious vote injection post-election
through insider attacks or collusion among authorities. There have been recent works to partially strengthen the protocols
against these weaknesses.

For a recent DRE protocol that provides complete individual verifiability for both cast-as-intended and counted-as-cast
guarantees, and ensures that there can be no spurious vote injection, see [Agrawal et al., 2019].

In comparison the ECI’s EVM lacks critical properties such as software independence, universal and individual veri-
fiability.
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5 Conclusions
The use of EVMs in Indian election has indeed demonstrated credible gains in efficiency with respect to the polling and
counting processes. It is the fatalistic claims of the kind – since the EVMs have not been hacked so far, therefore, they
are safe – that require attention. That a system has not been hacked yet does not give formal assurance of its infallibility.
The burden of establishing trust either through verifiable proofs or through best practices lies with the designers and the
election authority. Since neither ECI’s EVM designs nor verifiable proofs have been made open, the critical question
of which correctness properties are satisfied by EVMs in India remains open. Ensuring security by obfuscation may be
legitimate way for enterprises operating for profit but cannot be applied to instruments that enable democracies to function.
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To use or not to use? Electronic Voting Machines in Indian Elections. 

Sandeep K. Shukla 

Electronic Voting Machines (EVMs) are a very commonly discussed example of an embedded 

computing system which has also been at the center of political storm in India in the recent days. 

A number of allegations have surfaced that the EVMs are being reprogrammed or tampered with 

during elections to favor candidates of a specific political party.  Given that EVMs are very classical 

embedded systems with simple microcontrollers whose program instructions are burnt into a 

ROM, and cast vote counts are stored in an EPROM, and few peripherals, one would think that it 

would be easy to verify by experts to indubitably establish their tamper proof design, and 

implementations. However, looking at various aspect of this simple yet very critical embedded 

system, it seems a lot more research is required on multiple aspects of the democratic franchise 

that are dispensed through these simple systems. It should be mentioned also that recently in 

response to ‘right-to-information’ query, one of the manufacturers divulged that new generation 

of Indian EVM are no longer having program instructions burnt into ROM but they are using a 

specific microprocessor with writable memory. This raises lot more questions than one would 

have raised with the previous generation EVMs. Furthermore, one of the two manufacturers 

refused to even entertain the query – raising further suspicion.  

Before coming to the Indian case, let me focus on some other countries. In the Netherlands, 

electronic voting machines were abandoned in 2007 after several years of controversy regarding 

the security of the voting data, the machines, as well as the privacy of the voter.  The engagement 

of civil society, computer experts and others paved the way to experimentation that showed the 

ease with which one can replace the memory chips in those machines in less than five minutes, 

allowing manipulation, thereby possibly subverting democracy. More concerning was the fact 

that with simple radio receivers, people could see variations in electro-magnetic signals that 

would allow one to detect who a voter is casting the vote for – from outside the polling station. 

After some iterations in the design, other such side channel attacks were found in certain versions 

of the machine, and eventually honoring the fact that integrity of the democratic process is more 

sacrosanct than efficiency – the Netherlands abandoned the electronic voting [1].  

In 2009, the federal constitutional court of Germany ruled that electronic voting is 

unconstitutional [2].  The court ruled “The use of Nedap electronic voting machines violated the 

principle of the public nature of elections (Article 38 in conjunction with Article 20.1 and 20.2 of the Basic 

Law) that requires that all essential steps in the elections are subject to public examinability unless other 

constitutional interests justify an exception.” This is very significant. Given that the legitimacy of 

democratic processes depends on the public’s trust in the processes, any member of the public should 

be able to examine, if he/she desires so, to test and verify every step – including the functioning of the 

voting machines, their design, the security and safety safe guards, and measures to secure their franchise. 
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If the voting machine design, software, or the security proofs are not possible to verify by members of the 

public, there is enough reason to worry about safeguarding our democracy.  

Ireland also abandoned electronic voting in 2004. In the United states, 27 states are using electronic voting 

machines of which 15 are using verifiable audit trail. However, given the issues surrounding the hacking 

incidents during the last presidential election in the united states, there is reasonable doubt whether it is 

prudent to continue the electronic machine-based voting.  

Coming back to the Indian case, the voting machines are quite simple, with a ballot unit, a control 

unit, display unit, and the wires connecting them. While the software is kept under extreme 

confidentiality with the government sector companies who manufacture these machines, the 

machine instructions were burnt into a ROM in the previous generation EVMs with the claim that 

it cannot be changed. The microcontroller being used is simple, and the memory units are 

connected with simple protocol. In 2010, a group of security experts got hold of a unit and 

showed that there are numerous ways to tamper with these machines within matters of few 

minutes [3]. One can replace the microcontroller, the memory units, and even the PCB board 

with relative ease provided physical access is possible. Also, if the EPROM is replaced with an 

attacker’s chosen instructions, the behavior of the machine could be changed, including how it 

responds to pre-poll mock polling phase vs. real polling phase. Further, the display unit can be 

replaced, and clip on radio frequency devices may be used to control the behavior of the 

programs. Of course, the Indian authorities now have responded by adding mutual 

authentication between the components, and also doing some redesign. The design of the latest 

one uses MK61FX512VMD12 microcontroller from an MNC – which is of US origin. Moreover, this 

chip has programmable FLASH memory. Although, if the JTAG pins are fused, and memory lock bit 

is set – it cannot be written to. Unfortunately, it turns out neither Election Commission nor the 

Government has any appetite to get this design checked by cyber security experts in various IITs even 

though the technical expert committee formed by EC has not a single cyber security expert. The EC’s 

claim is that the technical committee bereft of any expert in cyber security has certified it – so we no 

longer need any further check by outside experts.   

Given the cloak of secrecy about the design, the program, and even the mechanisms of 

authentication – security by obscurity seems to be their goal. Another defense is that the EVMs 

are very well protected during its storage, transfer, and randomized methods for allocating them 

to polling booths. Unfortunately, given the large population, and various uncertainties during a 

nationwide polling process, many of these safe guards might be violated if properly orchestrated. 

If none of these happen, even then, the fact that all the steps associated with the electronic 

voting machine design, manufacturing, and security studies are not subject to the verification 

and testing by the common people, and experts – there are scope of doubt about the security of 

the entire process. With the current advances in data science and exfiltration of personal data as 

exemplified in the Cambridge Analytica/Facebook case, it is not inconceivable that data analytics 

can pin point exactly which polling stations need to be tampered with, leaving the rest as it is – 
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and still manipulate the outcomes of the election. Therefore, it might be possible to manipulate 

only a few of the EVMS per parliamentary constituency to tamper with the results of that 

constituency. Which booths to target can be decided by appropriate use of data science on 

demographic data. This is not to say that such manipulations do happen, but the citizens should 

have a right to be fully convinced that it does not. Only way to do this is to provide copies of the 

machines to experts at various Indian institutes and have them thoroughly test the machines for 

security, side channels, programmability etc.  

EC in the past sent out challenge to community to hack EVMs by inviting teams to their 

headquarters but they severely restrict the kind of tests that the teams can do – for example, 

using of oscilloscope on the pins by opening the boxes are not allowed. Therefore, side channel 

analysis, checking whether the micro-controller JTAG pins are fused etc – cannot be checked. It 

seems that only tests allowed are pressing buttons in order to change results. However, even if 

there are 10 buttons, there are 2^10 possible combinations, and each such combination has a 

factorial number of permutations to test – which is not possible to try for any one. Therefore, 

these ‘come-and-hack’ events are more of an eye wash than real honest attempt to convince the 

citizens about the security of these machines.  

So as cyber security researchers, it seems to be incumbent on us to figure out systems whose 

safety and security can be verified by anyone – while it is secure enough without the need for 

obscurity/secrecy of the algorithms, designs, methods etc. That is the only way, electronic voting 

machines can be made acceptable to a democratic nation. Creating a cloak of secrecy to protect 

from tampering never works – all security researchers would agree.  

 

This is an important need that embedded systems community can attempt to cater to, and at the 

same time, save the democratic election process in every democratic jurisdiction. If experts can 

show to anyone interested the risk, the potential attack surfaces, the side channel vulnerabilities, 

and make every bit of software/firmware, architecture, protocols open, and check the plausibility 

of exploitations that still may remain in the fully vetted system – that will put the population at 

ease regarding their enfranchisement – even with systems they do not fully understand. 

I, therefore, request all readers to think about this problem, and demand EVM designs to be  

transparent and open, have experts to test them, do  their risk analysis, before EVM is accepted 

as the instrument of our democracy.  

 

1. https://www.ndi.org/sites/default/files/5_Netherlands.pdf 

2. http://www.dw.com/en/german-court-rules-e-voting-unconstitutional/a-4069101 

3. https://indiaevm.org/evm_tr2010-jul29.pdf 
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ANNEXURE-P-14 

 
 

Comments on the presentation “on Testing of EVM via VVPAT Slip- 

verification: Sample Issue “made before the Election Commissioner of 

India on 24th August 2018 by Abhay G. Bhatt and Rajeeva L. Karandikar 

 

[Dr. SK Nath – 25 August, 2018] 

 

The MAIN issue before the public was whether selection of ONE (1) EVM 

machine per Constituency was enough to prove that there is no difference 

between EVM count vis a vis VVPAT slip count within a constituency. In 

other words, whether there is scope of suspicion about the trustworthiness 

of EVM machine. But instead of formulating issue in its right perspective, 

the presenters set up the issue as below (Please refer to the slide on 

Notation): 

Population – All EVMs used in an election   

N – the size of the population – Total number of polling stations.  

Comment: There is confusion about the definition used. The presenters 

may please define what is the POPULATION – no of EVM machines 

deployed or total number of polling booths. Two are not the same. In the 

first line the presenters have defined the Population as “All EVMs used in 

an election” whereas “N” has been defined as total number polling booth. 

Secondly, THIS ISSUE IS ABOUT SELECTION OF POLLING BOOTH PER 

CONSTITUENCY WHY THEY HAVE STUDIED all polling stations for any 

election.  

In subsequent slides the presenters set up two questions namely, 

1) Should the sample size depend on the population size?  

2) What is a reasonable sample size or sampling fraction? 
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Let us look at the basic formulation of determination of Sample size as per 

any standard literature on Sample Survey is as follows assuming the 

Population size infinite.    

𝑛 = 𝑍2 ×
𝑝𝑞

𝑒2
 ……………………………………………………………(i) 

Where n = sample size (no. of polling booths to be determined), p = the 

proportion of polling booths where total EVM counts do not match with 

that of VVPAT slip counts and e = the margin of error – generally it is taken 

as 5% or less. Z = the level of confidence. For Gaussian distribution it is 1.96 

at 95% level of confidence. 

Obviously, this formulation is not dependent on N which is the total 

number polling booths in a constituency (or, election as defined by the 

presenters). BUT WHEN THE “N” IS finite, IT IS NECESSARY TO APPLY FOR 

“fpc” – finite population correction which is a function of N.  

IN PRACTICAL TERMS IF WE USE ABOVE FORMULATION WHERE 

“POPULATION” IS THE TOTAL NUMBER OF BOOTHS WITHIN A 

CONSTITUENCY, THE SAMPLE SIZE(n) WILL BE DEPENDENT ON 

“POPULATION SIZE(N)”. BUT WHERE ANY STUDY IS MADE TAKING ALL 

CONSTITUENCIES TOGETHER WITHIN A STATE OR COUNTRY OR TOTAL EVM 

MACHINES DEPLOYED IN AN ELECTION, THE SAMPLE SIZE WILL NOT BE 

DEPENDENT ON THE SIZE OF POPULATION as done by the presenters 

 

Let us now go to the second question, namely, what is a reasonable sample 

size or sampling fraction.   

The pertinent question is whether the sample is to determined according to 

constituencies or all constituencies together for an election. The election 

commission of India in their circular number 51/8/VVPAT-INST/2018-EMS 

dated 13th February 2018, it has been clearly mentioned that one (1) polling 

booth (station) per Assembly constituency will be selected for verification 

of EVM counts with VVPAT counts.  THIS IS UNDERSTANDABLE SINCE THE 
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PUBLIC DEMAND IS KNOW THE TRUST WORTHINESS OF EVM DEPLOYED IN 

EACH CONSTITUENCY. 

Thus, the issue is whether selection of one (1) polling booth is sufficient or 

not. And if not, what should be the estimated value of “n” – the number of 

sample polling booths to be selected. THUS, THE FORMULATION OF THE 

ISSUE AS PRESENTED BY THE PRESENTERS IS NOT APPLICABLE. 

Here it is observed that the presenters instead of using the formulation for 

determining the sample size as per (i) above, they preferred to compute 

probabilities based some past data where 843 EVM machines were chosen 

and found ZERO mismatch with VVPAT count. IT IS NOT CLEAR WHAT MADE 

THE PRESENTERS TO CHOOSE 843 EVMS TO PROVE THEIR HYPOTHESIS. 

In the last two slides, they have computed the estimated number of EVM 

machines to be selected in an election (although this is the subject of 

discussion) using past data with some formulation without any reference 

and using value of parameters. 

The presenters have computed n = 479 Polling booths for an election. The 

presenters in their concluding lecture wanted to justify that had this 479 

been allocated over all constituencies within a state and then the effective 

sample size per constituency will be much lower than 1.  In other words of 

the presenters, the sample size of one (1) per constituency as decided by 

the office of Election Commission vide their letter under reference is more 

than justified. 

Now let us calculate the “margin of error” or risk we may find with sample 

size =1 within a constituency with p=.02 (that means when the defective 

EVM is just 2%) 

(margin of error)2 = Z2 x pq /n = (1.96)2 x (.02) x (.98) /1 =  .0747936  using 

the formula at (i) 

Means the “Margin of Error” is  27.35% . This will increase with higher value 

of “p”. Will anyone in the world accept such high level of error? 

Let us now come out with the fallacy in the presentation. 
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The analysis made by the presenters is too simplistic and according to their 

formulation, even for the country as a whole the value of n= will be 479 

AND it is done for a single Constituency the value of n will again be 479.  

AN IMPORTANT ISSUE WHICH WAS NOT CONSIDERED: 

Whatever be the size of “n”, the outcome of counts between EVMs and 

VVPAT may vary from polling booth to polling booth in respect of each 

party if party was analysis is done. THIS IS NATURAL AND NO CONCLUSION 

CANNOT BE DONE ABOUT TRUSTWORTHYNESS OF ELECTION PROCESS. 

Mind that if a fresh sample of “n” polling booths are chosen one may get 

opposite result. In other words, if all (or majority) EVM machines show 

higher figure as compared to VVPAT count in respect of a political Party 

(say X) it does not necessarily prove any biasness of EVMs. In such situation, 

it is necessary to conduct “Statistical Test of Significance” to prove 

whether the EVMs are biased in favour of a political party. The method of 

Testing has already been circulated. 
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ANNEXURE-P-15 

 

 
Sampling Design and Test of Hypothesis for VVPAT based Auditing of EVM 

By 

Dr. S.K.Nath  

(Fmr. Director-General, Central Statistical Organisation- 26 August, 2018] 

1.Introduction:  

   The Election Commission of India has recently decided to use 

VVPAT machines with each EVM machine during election of all Parliament 

and State Legislative Assemblies. According to modus operandi for auditing EC 

has decided that after declaration of results of an election, one VVPAT 

machine will be randomly selected in each constituency and the VVPAT paper 

slips will be counted and to be compared with the count of EVM machine with 

which it was interfaced during polling in a polling booth. 

 

  Many has raised about the efficacy of the sampling design as 

suggested by EC. It may be noted that whenever any decision is taken based on 

sampling, it is necessary to observe two important issues namely, size of sample 

(here VVPAT machine per Constituency minus defective machines) and the 

sampling design. Unless these are as per proper Statistical theory, there will be 

enough room for a wrong decision / wrong suspicion about EVMs. And this 

can safe guarded using the Statistical theory of “Testing of Hypothesis”.  

 

  Before we took up this exercise, it was felt necessary to have 

certain back ground information from experienced Bureaucrats who actually 

conducted Elections and have the knowledge of the status of VVPAT based 

auditing tried by the Election Commission in recently concluded election of 

State Assemblies in Karnataka, Tripura and Gujarat. It is also felt necessary to 

know the experience of those Senior Engineers who were deployed to various 

Constituencies to provide technical support in case of any machine fault be it 

EVM machine or VVPAT machine. 

 

  From my discussions with stakeholders, we could gather extremely 

important information. Some of these are enumerated below: 
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i) 15 to 20% of VVPAT machines became “out of order” during the polling 

at the polling station itself or subsequently. On enquiry, it is also noted 

that these machines malfunctioned due to much heat generated inside 

the machines resulting damaging the “Thermal paper” used as “VVPAT 

paper slips.  Secondly, the reflection of light above VVPAT machines 

made VVPAT “sensor” malfunctioning in some cases.  

ii) About 5% EVM machines found to have certain technical problem 

mostly during the poll. 

 

Besides, machine fault, following are other reasons which may cause 

mismatch of EVM counts with VVPAT paper trails as per onsite 

observation of a Senior Engineer from ECIL who was on duty during 

polling of last election of Tripura etc. 

 

It is also learnt that before commencement of actual polling, the 

Presiding officer concerned is supposed to give a Demo of functioning 

of EVM before all political party representatives by physically pressing 

each BUTTON for a fixed number of times and placing before them 

the result of “counts” of VVPAT paper trails and that of EVM. After the 

Demo, the paper slips are to be destroyed and both the EVM and 

VVPAT machined are to be “initialized” and sealed by the presiding 

officer. In case the EVM machine is sealed without “initializing”, the 

memory of the EVM will keep the “demo-counts” stored. This can the 

source of mismatching of “counts” during auditing. 

 

 Based on above inputs, the following Sampling design has been 

formulated 

 

2. Sampling Design: 

   Suppose there are “N” number of polling booths in a 

constituency and each polling has one or more than one EVM (since it is learnt 

if any EVM malfunctions the machine is sealed and a new EVM is used for rest 
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of polling process). And in a particular constituency the total number of EVMs 

deployed will be higher than “N” - the no. of polling booths.  

 

Notations used:  Let N = be the size of population which is the total number of 

Polling stations(booths)  within a constituency.  

                  Let  n = be the sample size for the purpose of auditing. 

 

As per the ORDER of EC dated 13th February 2018 on “mandatory verification 

of VVPAT paper slips”, only one Polling Station will be selected per 

constituency namely, n=1 

 

The question is whether the sample size “n”=1  is statistically valid sample size.  

 

In the following paragraph, we will explain the basic methodology followed for 

sample selection. 

 

3.Methodology: 

 

Suppose: 

There are k candidates contesting in a constituency 

A polling booth in the constituency has P voters 

i-th candidate got x1i votes as per EVM count and x2i votes as per VVPAT paper 

slips 

O1 is the total no. of NOTA votes, absentees and cancelled votes as per EVM 

counting 

O2 is the total no. of NOTA votes, absentees and cancelled votes as per VVPAT 

print-outs 

 

Then ideally, 

∑ 𝑥1𝑖 +𝑘
𝑖=1 𝑂1  = ∑ 𝑥2𝑖 +𝑘

𝑖=1 𝑂2 

 

This may not happen due to various reasons as stated above and but it is 

necessary to verify whether the difference between two sets of “counts” are due 

to RANDOM effect or due to faulty EVM .   Random effect may include non-
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initialization of EVMs before commencement of polling at a polling booth 

during an election, as mentioned at 1(ii) above or other formalities. 

 

Suppose: 

α = proportion of EVMs is presumed to be defective (as found during auditing) 

β = 1 – α = proportion of EVM machines having no problem. 

Since Statistics deals with chance variable there may be some error in making 

decision based on “sample” even under “Random Sampling”. Thus, we attach 

a level of “CONFIDENCE” linked to our decision (it may be 95% or 99%, say) 

so that one can say the statistical result is at least 95% (or 99%) correct. These 

figures are called “confidence level”. For the purpose of auditing it is better to 

take higher confidence level namely, 99% 

 

Now in order to find out the sample size (n out of N as defined above)  

n= minimum sample of polling booths required for auditing for decision 

making substantiated by Statistical theory; 

 

According to Statistical methodology (can be found in any book on Sample 

survey or UN publication), the minimum sample size (n) is given below 

presuming “N” is quite large: 

 

𝑛 = 𝑍2 ×
𝛼𝛽

𝑒2
    

where Z = standard normal deviate and  

             e = degree of accuracy required often known as “margin of error” 

             [design effect = 1 since the sample design uni-stage Simple Random 

Sampling without replacement (SRSWOR)] 

 

In case, where the value of “N” is small or finite, finite population correction 

will be used namely, 

The finite population corrected sample size (n’) is given by 𝑛′ = 𝑛 𝑋 𝐹𝑃𝐶  ;  

where FPC= {(N-n)/(N-1)}1/2 

Hereafter we shall call fpc corrected n’ as “n” for the sake of simplicity. 

 

 Table: Finite population corrected Sample size with 99% confidence level 
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Probable 

number of 

Polling Booths 

within a 

constituency 

Margin 

of 

error = 

2% 

Estimate of 

Sample size 

with e=2% 

Margin 

of 

error 

=5% 

Estimate of 

Sample size 

with e=5% 

(1) (2) (3) (4) (5) 

200 2% 69 5% 24 

220 2% 82 5% 24 

240 2% 92 5% 24 

260 2% 99 5% 25 

280 2% 105 5% 25 

300 2% 110 5% 25 

320 2% 114 5% 25 

340 2% 118 5% 25 

350 2% 121 5% 25 

( Note: Minimum value of α has been used for above calculation. With 

Higher value of α, the estimates of sample size “n” will go up.) 

 

Conclusion: It is a matter of decision of EC  to choose the “margin of error” as 

2% or 5%  accordingly, the sample size will depend.  

 

4.Statistical Testing of Hypothesis 

 

Since share of votes in respect of political party “Y” as per two machines ( EVM 

and VVPAT) may ( or may not also) vary in both directions, it is not 

DESIRABLE to come out with a final conclusion on the basis of outcome of 

verification based on sample size proposed. As mentioned in the beginning, the 

mismatch between EVM counts with VVPAT counts could be due to several 

reasons other than faulty EVMs.  

It may be noted that if a fresh sample of “n” polling booths are chosen one may 

get even opposite result. In other words, if all (or majority) EVM machines show 

higher figure as compared to VVPAT count in respect of a political Party (say 

X) it does not necessarily prove any biasness of EVMs. In such situation, it is 
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necessary to conduct “Statistical Test of Significance” to prove whether the 

EVMs are biased in favour of a political party. The method of Testing of 

Hypothesis is an instrument for finding out the truth. 

Let us now work on proportion of votes recorded in favour of a candidate “Y” 

by two different machines  

Let p1 = is the proportion of VOTES received as per EVM counts in respect of 

“Y” candidate as compared total vote cast in EVM 

and  p2 = is the proportion of VOTES received as per VVPAT counts in respect 

of “Y” candidate as compared total paper slips found in VVPAT. 

 

We may now come across following situation: 

i) EVM proportion of Votes are more:   p1 > p2  

ii) TTVAT proportion of Votes are more: p1 < p2 

iii) EVM and VVPAT proportions are equal: p1 = p2 

 

Where p1 =x1/n1  

where x1 = Total votes received by “Y” candidate as per count of all 

EVMs 

and n1 = Total number of votes cast in favour of all candidates as per 

EVMs  

Where p2 = x2/n2 

x2= Total votes received by “Y” candidate as per count of paper slips 

of VVPAT 

n2 = Total number of votes cast in favour of all candidates as per 

VVPAT slips  

        ( Please note that n1 and n2 above are different from sample size (n) we 

have talked earlier) 

 

Now in order to derive at a conclusion that both EVMs and VVPATs 

machines are reliable, we will use the following Statistical Test for which our 

NULL Hypothesis will be H0(P1 = P2) which we will test against the alternative 

Hypothesis H1(P1 ≠ P2), where P1 and P2  are the TRUE values of p1 and p2. 

which are UNKNOWN 
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To Test we will calculate a test-statistic (not statistics) as below for testing of 

sample proportions: 

 

 

Now accept the null Hypothesis H0(P1 = P2 ) if the value of Z < 1.96. That 

means the count of EVM machines for the is NOT BIASED towards the 

candidate “Y”.  Otherwise, there is every reason to suspect the EVMs 

concerned. 

  

Such test can be done for other parties and also for other constituencies 

wherever there is question of doubt expressed by any political parties. 

 

6. Is there any need for stratification? 

The way the sampling design has been explained above there is no need for 

any stratification. 

_____________________________________________________________

____________________________ 

 

Brief-Bio of Expert - Dr. Swaraj Kumar Nath  

 

Dr. Nath is MSc in Statistics (Gold Medalist) from Calcutta University. He did 

his PhD in development of innovative models for measurement of “Export 

Swing” technology. 

 

Joined Indian Statistical Service in 1971. Former Director-General, Central 

Statistical Organisation and Chief Economic Census Commissioner of India. 

Did pioneering work in Computerisation of Foreign Trade Statistics. Worked 

with National Sample Survey of India. 
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Active member of many Expert groups of United Nations, World Bank, 

SIAP, Japan. After his superannuation he has been working as International 

Consultant to UNFAO, UNIDO, WTO, UNSIAP, UNDP, World Bank, 

ILO, ESCAP, GIZ, ADB, SAARC, PARIS21(OECD). 

 

Important assignments/contributions: “Sampling Advisor” to UNDP 

(Georgia) and ILO and assisted Russia in conducting multiple surveys in an 

integrated form. Pioneering work on developing model for “Global Value 

Chain” for FAO/UNIDO/WTO and creation of SAARCSTAT under 

SAARC. Setting up Ghana Statistical Training Centre. Developing blue print 

for “Implementation of Human Rights in Turkmenistan” for UNDP and 

online Gender database “G-datashop” for SAARC’ 

 

Recently he developed “costing model” for development of Integrated Land 

ports on India-Bangladesh and India-Nepal borders as ADB Consultant. 
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ABSTRACT 

s the world’s largest democracy gears up for a season of elections, including the 2019 

General Election, there is an urgent need to examine the integrity of the electoral 

process. Electronic Voting Machines (EVMs) are ‘black boxes’ in which it is 

impossible for voters to verify whether their votes have been recorded correctly, and counting 

mistakes and frauds are undetectable and unchallengeable.  

The ‘voter verified paper audit trail’ (VVPAT) is an additional verifiable record of every vote cast 

that allows for a partial or total recount independent of the EVM’s electronic count. It is a critical 

safeguard that can help detect counting mistakes and frauds that would otherwise go undetected. 

The success of the VVPAT audit, however, depends on a proper, statistically acceptable, and 

administratively viable sample plan.  

The Election Commission of India (ECI)’s prescription of a uniform sample size of just “one polling 

station (i.e. one EVM) per Assembly Constituency” for all Assembly Constituencies and all States stirs 

up an avoidable controversy and diminishes voter confidence. The ECI has not made public as to 

how it arrived at this sample size, and it has also not clearly specified the population to which this sample 

size relates. The latter is important because in the event of a defective EVM turning up in the sample, 

the hand counting of VVPAT slips will have to be done for all the remaining EVMs of the specified 

population.  

In this Policy Watch, K. Ashok Vardhan Shetty, a former Indian Administrative Service (IAS) 

officer, demonstrates that the sample size prescribed by the ECI for VVPAT Audit is a statistical 

howler that fails to conform to fundamental sampling principles, leading to very high margins of 

error which are unacceptable in a democracy. By failing to detect outcome-altering miscounts due 

to EVM malfunction or fraud, it defeats the very purpose of introducing VVPAT. Spending 

hundreds of crores of rupees on procurement of VVPAT units makes little sense if their utilisation 

for audit purposes is reduced to an exercise in tokenism. 

This report suggests statistically correct—and administratively viable—sample sizes to eliminate 

the risk of electoral fraud and infuse public confidence in the electoral process. It suggests ways in 

which the ECI can set the controversy at rest and make a beginning with the elections for 5 States 

whose counting is scheduled for December 11, 2018. 

A 
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I. INTRODUCTION 

 
“Statistical thinking will one day be as necessary for efficient citizenship as the ability to read and write.” 1 

H.G. Wells 

[1866-1946] 

 

lectronic Voting Machines (EVMs) have many advantages including ease of operation, 

reduction of invalid votes cast and the speeding up of counting.  But they also have 

some glaring disadvantages. EVMs are ‘black boxes’ in which it is impossible for 

voters to verify whether their votes have been recorded and counted correctly. There is always 

some risk of the votes cast being lost due to equipment malfunction. Electronic recounting is 

meaningless because it will simply yield the same total. Contrary to the claim by the Election 

Commission of India (ECI), even under election conditions and with all the security features and 

administrative safeguards in place, it is still possible for a determined attacker, acting in collusion 

with insiders, to tamper with EVMs and steal votes on a scale large enough to change election 

outcomes2. The problem with EVMs is that counting mistakes and frauds are undetectable and 

the losers are left with no means to challenge the results. 

 

It follows that EVMs are not fully reliable and there should be an additional verifiable physical 

record of every vote cast. This is called the ‘voter verified paper audit trail’ (VVPAT). After a voter 

casts his vote, he gets to view for a few seconds - before it drops into a box - a printed paper slip 

so that he can verify if his vote has been recorded correctly. It provides a back-up in case of loss 

of votes due to equipment malfunction, and allows for a partial or total recount of the paper slips 

independent of the electronic count. In 2013, the Supreme Court passed an order mandating the 

use of EVMs with VVPAT units and directed the ECI to implement them in a phased manner. 

 

The importance of conceptual clarity  

VVPAT is an additional safeguard, a very critical, and final safeguard, which can help detect 

counting mistakes and frauds that would otherwise go undetected. But VVPAT, by itself, cannot 

E 
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prevent EVM malfunction or tampering. If it is to have any real security value, it should be backed 

by a proper sampling process. This involves 4 steps: 

(1) Defining the population3 clearly in terms of ‘population units’ (polling stations or EVMs) and 

‘population boundaries’ (e.g. Assembly Constituency, Parliamentary Constituency, State, 

country). The population size varies depending upon how the boundaries are set.  

(2) Determining the correct sample size, or what is called the statistically significant sample size, of 

EVMs whose VVPAT slips will be hand counted. The sample size should not only be 

statistically sound but also administratively viable.  

(3) Random sampling of the EVMs, preferably by draw of lots by the candidates or their authorised 

representatives on the counting day.  

(4) A ‘decision rule’, based on the sample results, to determine whether the election results can be 

declared or the hand counting of VVPAT slips should be done for all the remaining EVMs of 

the population. The latter entails additional time and effort but is justified by the need to 

declare the election results correctly without any outcome-altering miscounts due to EVM 

malfunction or fraud. Two types of decision rules are possible: 

a) Comparison of the EVM electronic count and the VVPAT hand count for the sample of 

EVMs to verify if (i) the two totals tally, and (ii) the votes secured by the leading candidate tally. If 

both tally, then there is no problem and the election results based on the EVM count can 

be declared4. But if any one or both do not tally, then there is a problem and the hand 

counting of VVPAT slips should be done for all the remaining EVMs of the population 

and the election results declared only on the basis of the VVPAT count.  

b) Adoption of “Lot Acceptance Sampling”, a statistical quality control technique widely used in 

industry and trade the world over for assuring the quality of incoming and outgoing goods. 

The decision, based on counting the number of defectives in a sample, can be to accept the lot, 

reject the lot, or even, for sequential sampling schemes, to take another sample and then 

repeat the decision process. 

An ‘acceptance number’ - ‘c’ - is specified. If the number of defectives found in the sample 

is less than or equal to ‘c’, the lot is accepted; otherwise, the lot is rejected. Unlike industry 

and trade where the presence of a few defectives in the sample may be tolerated depending 

upon the size of the lot and the quality norms, in the election context, the acceptance 

number ‘c’ will have to be zero. 

In other words, the election results can be declared only if no ‘defective EVM’5 is found 

in the randomly drawn sample of EVMs. If even a single defective EVM is detected in the 
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sample6, the hand counting of VVPAT slips should be done for all the remaining EVMs 

of the population and the election results declared only on the basis of the VVPAT count.  

  

The second option is preferable and easier to implement. For the rest of this paper, it will be 

assumed that this decision rule will be followed. 

 

Unfortunately, the issue of sampling procedure for VVPAT-based audit of EVMs has received 

scant attention by policy-makers, the academic community, and most importantly, the voting 

public in India until recently7. This Policy Watch aims to point out the statistical weakness of the 

procedure that is in place and make the case for statistically significant sample sizes that are also 

administratively viable. VVPAT-based audits are the final check and remedy against electoral 

fraud. The ECI, which oversees the largest electoral exercise in the democratic world should 

ensure that this audit is both infallible and statistically acceptable, and correctly reflect voter-

choice. 

 

The error of uniform sample size  

The ECI has courted controversy by prescribing a uniform sample size of “one polling station (i.e. one 

EVM) per Assembly Constituency” for all Assembly Constituencies and all States. This sample size 

was adopted in the Assembly Elections for Gujarat and Himachal Pradesh held in November-

December 2017; for Meghalaya, Nagaland and Tripura held in February 2018; and for Karnataka 

held in May 2018.  

 

For reasons best known to it, the ECI has not made public as to how it arrived at this sample size, 

and it has also not clearly specified the population to which this sample size relates. The latter is important 

because in the event of a defective EVM turning up in the sample, the hand counting of VVPAT 

slips will have to be done for all the remaining EVMs of the specified population.  

 

A mistake with grave consequences  

As we shall demonstrate shortly, the sample size prescribed by the ECI is a statistical howler that 

fails to conform to scrutiny of statistical principles, leading to very high margins of error which are 

unacceptable in a democracy. It is open to legal challenge on this score. It defeats the very purpose 

of introducing VVPAT and is fraught with all the risks of conducting elections with paperless 

EVMs.  
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In something as important as ensuring the integrity of the election process – a process which in 

any case takes about 2-3 months from the date of announcement to the date of counting – a delay 

of a few hours or even a couple of days in hand counting VVPAT slips of a larger sample of EVMs 

should not matter at all. Spending hundreds of crores of rupees on procurement of VVPAT units 

makes little sense if their utilisation for audit purposes is reduced to an exercise in tokenism. This 

could result in the easily avoidable perception that the ECI is afraid that pro-active implementation 

of VVPAT may show up many EVMs to be defective and raise a question mark about the sanctity 

of the election process.  
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II. SOME ODDITIES OF STATISTICAL SAMPLING  

“The mind is not designed to grasp the laws of probability, even though the laws rule the universe.”8 

Steven Pinker 

[Johnstone Family Professor of Psychology, Harvard University] 

 

tatistical sampling is fundamental to almost all of our understanding of the world. It 

provides a means of gaining information about a population without the need to examine 

the population in its entirety. The latter is usually neither cost-effective nor practicable. 

No estimate taken from a sample is expected to be exact, and there is likely to be some difference 

between the sample estimate and the actual population value. ‘Confidence level’ is how certain one 

wants to be that the population value is within the sample estimate and its associated margin of 

error. The purpose of statistical sampling is to draw conclusions about a suitably defined population on 

the basis of the most economic sample for a specified level of confidence in the results. 

 

If I were to tell a layperson that (for a given set of parameters) the sample size required for a 

population size of one lakh is 458 but the sample size required for a population size of one crore 

(100 times greater) is only 459, he is likely to think that I am mistaken. It seems counter-intuitive 

but that is the way statistical sampling theory works! As population size (N) increases, the sample 

size (n) also increases but at a much slower rate and ‘hits a plateau’ beyond some point so that 

further increases in population size have no effect on the sample size. The following example illustrates how 

sample size varies with population size. 

 

Let us assume that one per cent of the EVMs used in an election are defective. [It must be 

remembered that a ‘defective EVM’, according to our definition, is one which has a mismatch 

between the EVM count and the VVPAT count]. Random samples are drawn without replacement.9 

Detecting a defective EVM is treated as a ‘success’. The sample sizes required, for various 

population sizes, for 99 per cent probability of detecting at least one defective EVM are shown in Table 1, 

and are also displayed graphically in Chart 1. [All Tables and Charts compiled by author.] 

  

S 
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Table 1                                                                                                                                          

How Sample Size varies with Population Size  

Population Size (N) Sample Size (n) % of n to N 

100 99 99 

200 180 90 

500 300 60 

1,000 368 36.8 

2,000 410 20.5 

5,000 438 8.76 

10,000 448 4.48 

20,000 453 2.27 

50,000 457 0.91 

1,00,000 458 0.46 

2,00,000 458 0.23 

10,00,000 459 0.05 

20,00,000 459 0.02 

1,00,00,000 459 0.005 

Source: Compiled by author using Hypergeometric Distribution. 

 

It is seen that when the population size of EVMs is 100, the sample size is 99 i.e. it is nearly as big 

as the population size. When the population size is 1,000, the sample size is 368 and when the 

population size is 10,000, the sample size is 448. But the ‘sampling fraction’ (n/N) i.e. the sample 

size relative to the population size is seen to decrease rapidly. The sample size then ‘hits a plateau’ 

and increases to only 458 for a population size of one lakh; to only 459 for a population size of 

ten lakhs, and remains at 459 even for a population size of one crore. In other words, for big populations, 

the population size is irrelevant to sample size.  

 

Chart 1 makes the point clearer. [To avoid the crowding of figures at the lower end and for ease 

of visualisation, the figures are plotted on a logarithmic scale]. In this particular example, it is seen 

that increase of population size beyond about 10,000 (N/n > 20) has little or no impact on the sample size. 
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Chart 1 

Graphic Representation of Table 1  

 

 

The figures in Table 1 also tell us how statistical sampling is superior to arbitrary, non-statistical sampling 

such as, say, a flat “10 per cent sample” (n=0.1N).  With statistical sampling, the sample size 

required is 99 for a population size of one hundred, and just 459 for a population size of one crore. 

But with a flat “10 per cent sample”, for a population size of one hundred, the sample size is 10 

which is too small and statistically incorrect; and for a population size of one crore, it is 10 lakhs 

which is too big and administratively impractical. Thus, a flat “10 per cent sample” is utterly wrong 

for small population sizes and is utterly inefficient for very big population sizes.  

 

As Robert Schlaifer, author of a classic text on Statistics, puts it:  

 

“One of the most common ‘vulgar errors’ concerning sampling is the belief that the 

reliability of a sample depends upon its percentage relationship to the population. Many 

businessmen operate sampling inspection plans which call for inspection of a certain 

percentage of each lot – usually 10 per cent. . . however, this policy is completely misguided: 

unless the sample takes in a really substantial fraction of the population, its reliability depends 

on its absolute rather than its relative size.”10 

 

The relevance of the foregoing discussion to VVPAT-based audit of EVMs should be obvious. In 

the election context, depending upon how the population is defined, the population size can vary widely as shown 

in Table 2 below.  
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Table 2 

How population is defined and its effect on population size 

Population Boundary 
Population Size (N) 
(Number of EVMs) 

Assembly Constituency ≈ 30 to 300  

Parliamentary Constituency ≈ 300 to 1800  

A State as a whole 

Ranging from 589 (Sikkim) to 
1,50,000 (U.P) 
For 9 States N < 10,000 
For 20 States N > 10,000  

India as a whole ≈ 10,00,000 
               ≈ is the symbol for ‘approximately equal’.   

 

The importance of defining the ‘population’ 

Studying the figures in Table 1 and Table 2 together, it is obvious that if the EVMs used in an 

Assembly Constituency are defined as the population, the population size (N) will be very small; the 

sampling fraction (n/N) will be very big; and the sample size (n) will vary considerably across 

Assembly Constituencies. The same is true if the EVMs used in a Parliamentary Constituency are 

defined as the population. 

 

If the EVMs in a State as a whole are defined as the population, there is considerable variation in 

population size from the very small (Sikkim) to the very big (Uttar Pradesh).  For the nine smaller 

States with population size less than 10,000 EVMs, the sampling fraction (n/N) will be quite big 

and the sample size will vary considerably across the States. For the 20 bigger States with 

population size greater than 10,000 EVMs, the sample size will ‘hit a plateau’ in the 450s and 

further increase in population size will have little or no effect on it. 

 

If the EVMs used in India as a whole are defined as the population, due to the ‘plateau effect’, the 

sample size is just one more than that for U.P. 

 

Chapter 4 will elaborate upon these points and explain why the uniform sample size of “one EVM 

per Assembly Constituency” for all Assembly Constituencies and all States presently adopted by 

the ECI is completely off the mark, and with serious implications. 

 

The ECI’s critics have not fared any better. They are also guilty of committing the ‘vulgar error’ 

(to use Robert Schlaifer’s telling phrase) of demanding arbitrary, non-statistical sample sizes like 
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“10 per cent of the EVMs per Assembly Constituency” for VVPAT-based audit of EVMs. This is 

precisely what Congress leader Kamal Nath did in a writ petition filed before the Supreme Court11.  

 

Other critics of the ECI have demanded “15 per cent samples” and even “25 per cent samples” 

under the mistaken impression that a “bigger percentage” guarantees greater accuracy of results. 

It does not. What guarantees greater accuracy of results is a statistically significant sample size 

based on a properly defined population and the appropriate probability distribution model.  
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III. HYPERGEOMETRIC DISTRIBUTION MODEL:  

AN EXACT FIT FOR EVM SAMPLING 

“Probability theory is nothing more than common sense reduced to calculation”. 

Pierre-Simon Laplace 

[French Mathematician, 1749-1827] 

 

Consider the following two problems: 

A: There are 100 fish in a pond. 95 of them are grey and five are green. The fish are caught without 

replacement. The characteristic of interest here is a green fish, catching which is treated as a 

‘success’. If we catch a random sample of, say, three fish, what is the probability that the sample 

will contain at least one green fish? 

 

B: There are 100 EVMs in an Assembly Constituency. 95 of them are good while five are defective. 

The characteristic of interest here is a defective EVM, detecting which is treated as a ‘success’. If 

we pick a random sample of, say, three EVMs, what is the probability that the sample will contain 

at least one defective EVM? 

 

Problems A and B are exactly equivalent. They are both classic examples of what is called a 

Hypergeometric Probability Distribution. The probabilities can be calculated using the standard formula 

for Hypergeometric Distribution12 or using Excel or an online calculator13 or any of the statistical 

analysis software.  

 

The answer to problems A and B is that there is only a 14.4 per cent probability of the sample size 

of three having at least one ‘success’14.  

If we wish to be 99 per cent sure of having at least one ‘success’, then the sample size should be 

increased to 5915.  

 

The Hypergeometric Distribution model is an ‘exact fit’ to the EVM problem and should form the basis of the 

sampling plan for VVPAT-based audit of EVMs16. 

 

In the fish problem, if the number of green fish in the pond is large, say, 50 out of 100, then it is 

easy to catch a green fish even if you cast the net narrow. But if the number of green fish in the 
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pond is very small, say, only five out of 100, then you will have to cast the net much wider in order 

to catch a green fish.  

 

Therefore, with the Hypergeometric Distribution, as the proportion (P) of the ‘characteristic of 

interest’ in the population decreases, the sample size (n) required for detecting at least one ‘success’ 

increases. Applied to VVPAT-based audit of EVMs, it means that the sample size (n) required for 

detecting defective EVMs is the biggest when the proportion of defective EVMs (P) is assumed to be very small and 

it gets smaller when P gets bigger. Table 3 and Chart 2 (compiled by the author) make this point clear. 

Table 3 

How Sample Size varies with the Proportion of the ‘characteristic of interest’ 

Population Size (N) = 100 EVMs. 

Proportion of 
defective EVMs (P) 

 

Number of  
defective EVMs in 

the population 

Sample Size (n) required for 
99% probability of detecting  
at least one defective EVM  

in the sample 

0.50 50 7 

0.40 40 9 

0.30 30 12 

0.20 20 19 

0.10 10 35 

0.05 5 59 

0.02 2 90 

0.01 1 99 
 

Chart 2 
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In the case of EVMs employed in an election, the proportion of defective EVMs (P) is unknown. 

It may be zero or 0.01 or 0.02 or 0.10 or whatever. The ECI thinks that P is zero or very close to 

zero. But just because EVM tampering didn’t take place in the past, we can’t assume that it won’t 

take place sometime in the future. So even if P was zero or very close to zero in the past, there is 

no guarantee that it won’t be high in the next election. Any debate on the precise value of P is 

bound to be uninformed and therefore, inconclusive as each one’s guess would be as good as the 

other’s.  

 

With the Hypergeometric Distribution model, the debate about the precise value of P is 

inconsequential because the sample size is the greatest when P is very close to 0 (which is what 

ECI claims it is), and it becomes lesser as P increases. So, the sample size calculated for P = 0.01 (one 

per cent) will hold good for all higher proportions of defectives. It therefore obviates the need to make                     

questionable assumptions about the value of P or estimate it based on the data of past trials which may or may not 

be fully reliable.  

 

When can rigging be ‘successful’   

A question may be asked as to why we should not assume a value for P that is less than one per 

cent, as then the sample size required will be even bigger. The following thought experiment will show 

that the actual value of P required for the successful rigging of an election, even in a neck-to-neck contest, needs to be 

much higher than one per cent. 

 

In India, the average number of polling stations (N.B. There is one EVM per polling station) per 

Assembly Constituency is around 240. The actual number of polling stations in an Assembly 

Constituency varies widely from State to State and sometimes even within a State - from about 

less than 30 to about 300-plus polling stations. In what follows, the figures are hypothetical but 

the logic holds good, even if we assume different sets of figures. 

 

On an average, a polling station has about 900 voters attached to it out of whom about 65 per cent 

may vote. That means about 600 votes may be cast in a typical EVM. Not all of the votes can be 

‘stolen’ (i.e. transferred to the winning candidate) by tampering with the EVM. There are practical 

limits to the maximum percentage of votes of an EVM that may be ‘stolen’ without attracting the 

ECI’s adverse attention. Let us assume that this is about 20 per cent of the votes cast i.e. 120 votes.  

Consider an Assembly Constituency where the election is expected to be very close. Let us assume 

that the contest is only between the candidates of the two main parties and the rest don’t matter, 
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and that the votes are ‘stolen’ only from the rival candidate of the other main party. Clearly, it is 

not sufficient to tamper with just one EVM to be sure of victory when the number of votes that 

can be ‘stolen’ is only 120.  

 

A potential attacker may have to tamper with at least five EVMs in an Assembly Constituency to 

‘steal’ at least (120 x 5) = 600 votes from his rival candidate, which would make him reasonably 

sure of victory. Even in a large-sized Assembly Constituency with 300 EVMs, five EVMs work 

out to 1.5 per cent of the total EVMs; for an average-sized Assembly Constituency with 240 EVMs, 

it is 2.1 per cent of the total; for an Assembly Constituency with 100 EVMs, it is five per cent of 

the total; for even smaller Assembly Constituencies, the percentage is much higher.  

 

So, our assumption of “one per cent defective EVMs” as the value for P is itself on the lower side, 

and will yield the most conservative (i.e. biggest) sample size that is adequate for our purpose. Let 

us recall that for higher values of P, the sample size required is smaller. 
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IV. THE ‘ONE EVM PER ASSEMBLY CONSTITUENCY’ 

FALLACY 

 

“A statistical analysis, properly conducted, is a delicate dissection of uncertainties, a surgery of 

suppositions.”17  

– M.J. Moroney 

[Facts from Figures, 1951, p 3] 

 

n Statistics, there are no hard-and-fast rules as to how a population should be defined 

except that (i) the boundaries of the population should clearly separate items which are of 

interest to us from items which are not, and (ii) the sampling process is administratively 

viable.  

 

We now proceed to show that whereas the boundaries for the population of EVMs can be an 

Assembly Constituency, or a Parliamentary Constituency, or a State as a whole, or India as a whole, only one 

of these populations [a State as a whole] is administratively viable.  

 

It must be remembered that in the event of a defective EVM turning up in the chosen sample of 

‘n’ EVMs, the hand counting of VVPAT slips will have to be done for all the remaining (N – n) EVMs forming 

part of the population.  

 

Let: 

 Wn represent the administrative workload involved in hand counting VVPAT slips for the 

chosen sample of ‘n’ EVMs, and  

 W(N-n) represent the administrative workload involved in hand counting VVPAT slips of all the 

remaining (N–n) EVMs in the population. 

 

There has to be a trade-off between Wn and W(N-n). As we shall demonstrate presently,                              

if Wn is small, W(N-n) is big and vice versa. Both cannot be small. The ECI is at liberty to define ‘population’ 

suitably as long as it is commonsensical and represents the right balance between the administrative workloads                   

Wn and W(N-n). 

 

I 
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In all the scenarios that follow, we assume a very low proportion of defective EVMs (P = one per 

cent or 0.01) and work out the sample sizes required, using the Hypergeometric Distribution 

model, for 99 per cent probability that the sample will detect at least one defective EVM. 

 

1. EVMs of an Assembly Constituency as ‘population’:  Let us assume four hypothetical 

Assembly Constituencies A, B, C and D with 50, 100, 200 and 300 polling stations (EVMs) in 

them respectively. The results are shown in Table 4. 

 

Table 4 
 

Sample Sizes if EVMs of an ASSEMBLY CONSTITUENCY  
are the Population 

 

Assembly 
Constituency 

Population Size 
(N) [Total 
number of 

polling stations 
in the 

constituency] 

Number of 
defective 

EVMs in the 
population @ 

P = 0.01 

Sample Size 
(n) required 

% of  
n to N 

Probability that 
the ECI - 

prescribed sample 
size of  

“one EVM 
per Assembly 
Constituency” 
will fail to detect 

a defective 
EVM 

A 50  1# 50 100 98% 

B 100 1 99 99 99% 

C 200 2 180 90 99% 

D 300 3 235 78.3 99% 

# - rounded off to the next highest integer. 

 

EVMs employed in an Assembly Constituency would seem to be the logical choice of ‘population’ 

for Assembly Elections. But it is seen that the resulting sample sizes are nearly as big as the respective 

population sizes leaving little or no scope for statistical sampling! We may as well have paper ballots and 

count them 100 per cent instead of having EVMs and hand-counting the VVPAT slips of between 

78.3 per cent and 100 per cent of EVMs in each Assembly Constituency!  

 

Moreover, in the event of a ‘defective EVM’ turning up in the chosen sample, the number of the 

remaining EVMs in the population whose VVPAT slips need to be counted i.e. (N – n) is very 

less in this case. But this advantage is more than negated by the fact that the sample sizes are nearly 

99



POLICY WATCH NO. 7 

 
 

as big as the population sizes. In other words, workload Wn is enormous even if workload W(N-n) 

is very less. 

 

So, EVMs used in an Assembly Constituency are not an appropriate choice for ‘population’. 

 

The last column of Table 4 shows why the ECI-prescribed sample size of “one EVM per 

Assembly Constituency” is utterly wrong. The probability that the sample will not detect a defective EVM 

is 99 per cent!18 (It is 98% for Assembly Constituency A only because of the rounding off).  

2. EVMs of a Parliamentary Constituency as ‘population’: A Parliamentary Constituency 

typically comprises about six Assembly Constituencies and may have between 300 and 1800 polling 

stations. Consider four hypothetical Parliamentary Constituencies P, Q, R and S with 300, 600, 

1200 and 1800 polling stations in them. The results are shown in Table 5. 

 

Table 5 
 

Sample Sizes if EVMs of a PARLIAMENTARY CONSTITUENCY  
are the Population 

 

Parliamentary 
Constituency 

Population Size 
(N)                       

[Total number of 
polling stations 

in the 
constituency] 

Number of 
defective 

EVMs in the 
population @ 

P = 0.01 

Sample 
Size (n) 
required 

% of 
n to N 

Probability that the 
ECI - prescribed 
sample size of 

“one EVM per 
Assembly 

Constituency” # will 
fail to detect a defective 

EVM. 

P 300 3 235 78.3 94.1% 

Q 600 6 321 53.5 94.1% 

R 1200 12 381 31.75 94.1% 

S 1800 18 405 22.5 94.1% 

# - This works out to a sample size of six EVMs per Parliamentary Constituency as per ECI norms. 

 

EVMs employed in a Parliamentary Constituency would seem to be the logical choice for 

‘population’ for Parliamentary Elections. But it is seen that the resulting sample sizes are very big 

relative to the respective population sizes and do not serve the purpose of statistical sampling i.e. 

workload Wn involved in the hand counting of VVPAT slips for the chosen sample size (n) is 

enormous. In the event of a defective EVM turning up in the chosen sample, the number of the 
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remaining EVMs in the population whose VVPAT slips need to be counted, (N – n), is also quite 

large i.e. workload W(N-n) is also considerable. 

 

So, EVMs of Parliamentary Constituency are not an appropriate choice for ‘population’. It is not 

administratively viable on both counts [Wn as well as W(N-n)]. The last column of Table 5 shows 

why the ECI-prescribed sample size of “one EVM per Assembly Constituency” is seriously wrong 

even in this case. The probability that it will fail to detect a defective EVM is 94.1 per cent. 

 

3. EVMs used in a State as a whole as ‘population’: Let us consider the five States that will 

have Assembly Elections in November-December 2018 – Mizoram, Chhattisgarh, Telangana, 

Rajasthan, and Madhya Pradesh. The results are shown in Table 6. 

 

Table 6 

Sample Sizes if EVMs of a STATE AS A WHOLE are the Population  

State 

Number 
of 

Assembly 
Constitue

ncies 

Population 
Size (N) 
[Total 

number of 
polling 

stations in 
the State] 

Sample 
Size (n) 
required 
for the 
State as 
a whole 

% of  
n to N 

Average 
Number of 
EVMs per 
Assembly 

Constituency 
whose 

VVPAT slips 
should be 

hand counted 

Probability that 
the ECI-

prescribed sample 
size of “one 
EVM per 
Assembly 

Constituency” 

# will fail to 
detect a defective 

EVM 

Mizoram 40 1164 370 31.79 10 65.6% 

Chhattisgarh 90 23672 455 1.92 5 40.3% 

Telangana 119 32574 455 1.40 4 30.1% 

Rajasthan 200 51796 457 0.88 2 13.3% 

Madhya 
Pradesh 

230 65341 457 0.70 2 9.9% 

# - This works out to a sample size of 40 EVMs for Mizoram as a whole, 90 EVMs for Chhattisgarh as a 
whole, 119 EVMs for Telangana as a whole, and so on as per ECI norms. 

 

As the population size of EVMs is very small for Mizoram, the sampling fraction (n/N) is big but 

this is inevitable. For the remaining 4 States, the sampling fraction is very reasonable and is 

administratively viable. The average number of EVMs to be hand counted per Assembly 

Constituency is also indicated (fractions rounded off to the next higher integer). It is seen that the 

administrative workload Wn involved in the hand counting of VVPAT slips for the chosen sample 

size is minimal. 
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Since the sample size is for a State as a whole, in the event of a defective EVM turning up in the 

chosen sample, the VVPAT slips of all the remaining EVMs in the population (throughout the State) 

will need to be hand counted and not just EVMs of the particular Assembly Constituency in which 

the defective EVM was detected. The workload W(N-n) involved in the hand counting of VVPAT 

slips for the remaining (N – n) EVMs is considerable. As already indicated, there has to be a trade-

off between Wn and W(N-n); both can’t be small. Whereas Wn is unavoidable, W(N-n) is contingent 

upon a defective EVM being discovered which may be rare. It is preferable to have a small or 

reasonable Wn and a large W(N-n) than vice versa.  

 

Moreover, the purpose of VVPAT is not just to detect fraud but also to deter it. The knowledge 

that if a defective EVM turns up, full hand count of VVPAT slips of all EVMs will be done is a 

sufficient deterrent for any likely fraudster. It will also put pressure on the two EVM manufacturers 

(Bharat Electronics Limited and Electronics Corporation of India Limited) to improve the quality 

of their EVMs and VVPAT-units so that instances of malfunctioning of EVM or VVPAT unit are 

negligible.  

 

The average number of EVMs to be hand counted per Assembly Constituency, which is just ‘two 

for Rajasthan and Madhya Pradesh, may seem ‘very small’ and create a doubt in the mind of a 

layperson about its correctness. But when it is remembered that the sample size is for the “State 

as a whole” [457 for both States] and that the discovery of even a single defective EVM anywhere 

in the State among the sample of 457 will entail the hand counting of VVPAT slips of all the 

remaining EVMs in all the Assembly Constituencies of the State, our layperson will realise that the 

sample size is correct. 

 

The last column of Table 6 shows why the ECI-prescribed sample size of “one EVM per 

Assembly Constituency” is seriously wrong even in this case. The probability that it will fail to detect a 

defective EVM varies from 9.9 per cent for Madhya Pradesh to 65.6 per cent for Mizoram. 

  

102



WINNING VOTER CONFIDENCE:  
FIXING INDIA’S FAULTY VVPAT-BASED AUDIT OF EVMS 

19 
 

4. EVMs of India as ‘population’:  The results are shown in Table 7: 

Table 7 

Sample Size if INDIA AS A WHOLE is the Population 

Unit 

Number 
of 

Assembly 
Constitue
ncies in 
India 

Population 
Size (N) 
[Total 

number of 
polling 

stations in 
India] 

Sample 
Size (n) 
required 
for India 

as a 
whole 

% of 
n to N 

Average 
Number of 
EVMs per 
Assembly 

Constituency 
whose 

VVPAT slips 
should be 

hand counted 

Probability that the 
ECI-prescribed 
sample size of 
“one EVM per 

Assembly 
Constituency” #   
will fail to detect a 
defective EVM 

INDIA 4120 10,00,000 459 0.045 
0.11 

[rounded 
off to 1]. 

Almost 
ZERO 

# - This works out to a sample size of 4,120 EVMs (after the rounding off) for India as a whole. 

 

It would appear that the ECI has arrived at its sample size of “one EVM per Assembly Constituency” by treating 

EVMs in India as a whole as ‘population’. The ECI-prescribed sample size will work correctly only in 

this case. But the ECI as well as its statistical advisors seem to have overlooked two crucial aspects: 

First, since the sample size is for ‘India as a whole’, in the event of a defective EVM turning up in 

the chosen sample, the VVPAT slips of all the remaining EVMs in the population (i.e. throughout 

India) will need to be hand counted, and not just EVMs of the particular Assembly Constituency in which 

the defective EVM was detected. Can the ECI keep the declaration of results throughout India on hold 

and order the hand counting of all the remaining 99.96 per cent of EVMs in the country? Surely 

not. When EVMs used in the country as a whole are treated as the ‘population’, Wn becomes very 

small but this small sample size comes at a big ‘price’, viz. W(N-n) is too large and just not 

administratively viable in the event of a defective EVM turning up in a sample anywhere in the 

country.  

 

Second, EVMs employed in 'India as a whole' can be treated as the ‘population’ only for an all-India 

Parliamentary Election; not for individual State Assembly Elections. When we have an Assembly Election 

for Mizoram or Telangana or Madhya Pradesh, the ECI should treat only the EVMs used in the 

'State as a whole' as the ‘population’. In that case, the sample size should be 370 for Mizoram; 455 

for Telangana; and 457 for Madhya Pradesh which works out to an average of 10 EVMs per 

Assembly Constituency for Mizoram; four for Telangana; and two for Madhya Pradesh. So, the 

ECI-prescribed sample size of "one EVM per Assembly Constituency" which may be appropriate for 'India as a 

whole' is illogical and inappropriate if used for Assembly Elections. So EVMs used in the country as a whole are 

also not an appropriate choice for ‘population’. 
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What should the ECI do?  

As already stated, the ECI is at liberty to define the ‘population’ suitably as long as it is              

logical, statistically sound, administratively viable, and represents a proper trade-off between         

Wn and W(N-n). It is evident from the foregoing discussion that EVMs used in ‘Assembly 

Constituency’, ‘Parliamentary Constituency’ or ‘the country as a whole’ are NOT suitable choices 

for ‘population’. The only suitable choice, both for Assembly and Parliamentary Elections, are EVMs used in 

‘a State as a whole’.  

 

Is the ECI worried that the administrative workload W(N-n) involved in the hand counting of 

VVPAT slips all over a State on discovery of a stray defective EVM anywhere in the State is too 

much? It shouldn’t be worried for 2 reasons:  

 

(i) The ECI’s present sample size holds good only when EVMs used in ‘India as a whole’ are 

treated as the ‘population’. In the event of a defective EVM turning up anywhere in India, the 

hand counting of VVPAT slips must be done for VVPATs of all EVMs in all constituencies 

throughout India. In other words, the status quo is much worse.  

 

(ii)  The ECI has claimed ‘perfect tallying’ between EVM electronic counts and VVPAT hand 

counts in 843 constituencies in the past Assembly elections where VVPAT-units were 

deployed and its sample size of “one EVM per Assembly Constituency” was adopted. If this 

was indeed the case, the ECI has nothing to worry about as the biggest sample size for a State 

is only 458. But the correctness of the ECI’s claim is open to question. First, there is a bias in 

sample selection when the defective VVPAT units that couldn’t be replaced are left out from the 

population from which the sample of one EVM per Assembly Constituency is chosen. Since 

the percentage of defective VVPAT units on polling day was reportedly as large as 20 per cent, 

and the polling went ahead in many of these polling stations without the VVPAT units, the legitimacy of 

the population is open to question. Second, the ECI’s minuscule sample size of “one EVM per 

Assembly Constituency” had very high margins of error and would have missed out on many 

defective EVMs which a larger, statistically sound sample may have detected.   

 

If the ECI wants greater accuracy, it should go in for a sample size that will have 99.9 per cent 

probability of detecting at least one defective EVM. The sample sizes for the five States are 

indicated in Table 8. 
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Table 8 

Sample Sizes using A STATE AS A WHOLE as the Population  

Percentage of defective EVMs (P) is assumed as 1%. 

Probability of detecting at least one defective EVM is chosen as 99.9%. 

State 
Number of 
Assembly 

Constituencies 

Population 
Size (N) [Total 

number of 
polling stations 

in the State] 

Sample Size 
(n) required 

for the 
State as a 

whole 

% of 
n to N 

Average Number 
of EVMs per 

Assembly 
Constituency 

whose VVPAT 
slips should be 
hand counted 

Mizoram 40 1164 508 43.64 13 

Chattisgarh 90 23672 677 2.86 8 

Telengana 119 32574 680 2.09 6 

Rajasthan 200 51796 683 1.32 4 

Madhya 
Pradesh 

230 65341 685 1.05 3 

 

The sample sizes and the average number of EVMs per Assembly Constituency whose VVPAT 

slips are to be hand counted are relatively greater in this case but are still reasonable and 

administratively viable.  

 

Sample size determination is not a purely statistical exercise. Since elections are the bedrock of 

democracy and the perceptions of political parties and voters are important, the ECI would do well 

to opt for 99.9 per cent probability that the sample will detect at least one defective EVM.  

 

The average number of EVMs to be hand counted per Assembly Constituency have been indicated 

in Table 6 and Table 8 so as to give an ‘order-of-magnitude’ figure vis-a-vis the present figure of 

one EVM per constituency. Since the sample is for a State as a whole and since the number of 

polling stations per Assembly Constituency may vary widely even within a State, the ECI may 

apportion the total sample among the various Assembly Constituencies in proportion to the number of 

polling stations in each constituency and round off fractions to the next higher integer. The rounding-off is likely 

to increase the sample size for each constituency slightly which is a good thing. 

 

The State-wise sample sizes required have been worked out and are shown in Annexure I (for 

99% probability of detecting at least one defective EVM) and Annexure II (for 99.9% probability). 
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It is best that the ECI do the necessary calculations and communicate to the Chief Electoral 

Officer (CEO) of each State the sample size for hand counting of EVMs' VVPAT slips (1) for the 

State as a whole, and (2) for each Assembly Constituency. Unless there is a significant change in 

the number of polling stations, the ECI should permanently ‘fix’ the sample size for the State as a 

whole and for each Assembly Constituency for all future elections.  

 

There may be a problem for by-elections where an Assembly Constituency or a Parliamentary 

Constituency will have to be taken as the population and the sampling fraction for VVPAT-based 

audit will be very large as seen in Table 4 and Table 5. But the ECI usually groups together several 

Assembly Constituencies and Parliamentary Constituencies for which by-elections have to be 

conducted. The total EVMs used in all these by-elections put together may be taken as the population 

which will yield an administratively viable sample size for VVPAT-based audit. 
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V. ECI MUST SET THE CONTROVERSY AT REST 

“There are two possible ways to approach phenomena. The first is to rule out the extraordinary and focus on 

the "normal." The examiner leaves aside "outliers" and studies ordinary cases. The second approach is to 

consider that in order to understand a phenomenon, one needs to first consider the extremes - particularly if, 

like the Black Swan, they carry an extraordinary cumulative effect.” 19 

- Nassim Nicholas Taleb 

[Distinguished Professor of Risk Engineering, NYU Tandon School of Engineering] 

 

ost people expect all swans to be white because that’s what their experience tells 

them; a black swan is by definition a surprise. According to Nassim Nicholas 

Taleb, a “Black Swan Event” is characterized by the following three attributes. 

First, it is an outlier, as it lies outside the realm of regular expectations, because nothing in the past 

can convincingly point to its possibility. Second, it carries an extreme impact. Third, it will seem 

obvious in hindsight with people asking why the warning signs were not noticed sooner. In sum: 

rarity, extreme impact, and retrospective (though not prospective) predictability. 

 

The Great Depression of 1929, the precipitous demise of the Soviet bloc during 1989-91, the 

global financial crisis of 2008, and the Punjab National Bank-Nirav Modi scam of 2018 were some 

typical Black Swan Events. History is replete with them. Our inability to predict the course of 

history is due to our inability to predict Black Swan Events. According to Taleb, no matter how 

hard we try, it is very likely that the next Black Swan Event will also take us by surprise. So, while 

we should prepare for the specific threats that we envision we should not forget to also prepare 

for the unexpected.  

 

Rigging of an election through EVM fraud fits Taleb’s depiction of a Black Swan Event. The 

“unexpected” that the ECI should prepare for is EVM fraud. It may have a very low (but non-

zero) probability and it may be unpredictable in terms of time and place. However, if EVM fraud 

were to occur, the damage to the sanctity of the electoral process will be immense. There is no 

point in regretting or rationalising after the event.  

 

What is worse, without a credible VVPAT-based audit of EVMs, the fraud may be undetectable 

and may be carried on with impunity. The ECI should, therefore, move out from its comfort zone 

M 
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and focus on “outlier” events like EVM fraud. The risk of EVM fraud, howsoever remote, is 

something the political parties and voters of India will never accept – not because they 

overestimate the risk but because the cost of the catastrophe is too dreadful to contemplate. 

 

More than 100 years after H.G. Wells wrote that statistical understanding will one day be as 

necessary for efficient citizenship as reading and writing, a shocking lack of statistical 

understanding continues to persist among citizens in India today. The ECI prescribing a patently 

wrong sample size of “one EVM per Assembly Constituency” for all Assembly Constituencies in 

all States and managing to get away with such a statistical howler for so long is a case in point. 

  

It is important that the ECI must set the controversy at rest and implement the Supreme Court’s 

order of 2013 properly both in letter and spirit. It should adopt the statistically correct sample sizes 

of EVMs for hand counting VVPAT slips, suggested in this paper, starting from the Assembly 

Elections for Mizoram, Chhattisgarh, Telangana, Rajasthan, and Madhya Pradesh due in 

November–December 2018. If the ECI persists with its statistically incorrect sample, an adverse 

inference is liable to be drawn against it and it may lose the perception battle in the minds of the 

political parties and voters.  

  

108



WINNING VOTER CONFIDENCE:  
FIXING INDIA’S FAULTY VVPAT-BASED AUDIT OF EVMS 

25 
 

Annexure I 

State-wise Sample Sizes for 99% probability that the sample will detect at 

least one defective EVM  

EVMs in the State as a whole are assumed as ‘population’ 
Percentage of defective EVMs (P) is assumed as 1%.  

@ - Rounded off to the next higher integer. 

 

 

Sl.No. State 

Number of 
Assembly 

Constituenc
ies in the 

State 

Population Size 
(N) = Total 
Number of 

Polling Stations 
(EVMs) in the 

State 

Sample 
Size (n) 
for the 
State 

Average 

Number@ of 

EVMs whose 
VVPAT slips 
are to be hand 

counted per 
Assembly 

Constituency 

1 Sikkim 32 589 315 10 

2 Mizoram 40 1164 370 10 

3 Goa 40 1642 409 11 

4 Nagaland 60 2194 413 7 

5 Arunachal Pradesh 60 2562 414 7 

6 Manipur 60 2794 422 8 

7 Meghalaya 60 3082 424 8 

8 Tripura 60 3174 424 8 

9 Himachal Pradesh 68 7521 446 7 

10 Jammu & Kashmir 87 10035 450 6 

11 Uttarakhand 70 10854 450 7 

12 Haryana 90 16357 451 6 

13 Kerala 140 21498 454 4 

14 Punjab 117 22615 454 4 

15 Chhattisgarh 90 23672 454 6 

16 Jharkhand 81 24803 455 6 

17 Assam 126 24890 455 4 

18 Telangana 119 32574 455 4 

19 Odisha 147 35959 455 4 

20 Andhra Pradesh  175 39970 456 3 

21 Gujarat 182 50128 457 3 

22 Rajasthan 200 51796 457 3 

23 Karnataka 224 56696 457 3 

24 Bihar 243 65337 457 2 

25 Madhya Pradesh 230 65341 457 2 

26 Tamil Nadu  234 65616 457 2 

27 West Bengal 294 77247 458 2 

28 Maharashtra 288 91329 458 2 

29 Uttar Pradesh 403 150000 458 2 

INDIA 4120 About 10,00,000 459 1 
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Annexure II 

State-wise Sample Sizes for 99.9% Probability that the sample will detect at 
least one defective EVM  

 

EVMs in the State as a whole are assumed as ‘population’ 
Percentage of defective EVMs (P) is assumed as 1%. 

 @ - Rounded off to the next higher integer. 

Sl. No. State 

Number 
of 

Assembly 
Constitue
ncies in 
the State 

Population Size 
(N) = Total 
Number of 

Polling Stations 
(EVMs) in the 

State 

Sample 
Size (n) 
for the 
State 

Average  

Number@ of 

EVMs whose 
VVPAT slips are to 
be hand counted per 

Assembly 
Constituency 

1 Sikkim 32 589 461 15 

2 Mizoram 40 1164 508 13 

3 Goa 40 1642 574 15 

4 Nagaland 60 2194 589 10 

5 Arunachal Pradesh 60 2562 595 10 

6 Manipur 60 2794 608 11 

7 Meghalaya 60 3082 613 11 

8 Tripura 60 3174 614 11 

9 Himachal Pradesh 68 7521 659 10 

10 Jammu & Kashmir 87 10035 667 8 

11 Uttarakhand 70 10854 669 10 

12 Haryana 90 16357 672 8 

13 Kerala 140 21498 677 5 

14 Punjab 117 22615 678 6 

15 Chhattisgarh 90 23672 679 8 

16 Jharkhand 81 24803 678 9 

17 Assam 126 24890 678 6 

18 Telangana 119 32574 680 6 

19 Odisha 147 35959 680 5 

20 Andhra Pradesh  175 39970 681 4 

21 Gujarat 182 50128 683 4 

22 Rajasthan 200 51796 683 4 

23 Karnataka 224 56696 684 4 

24 Bihar 243 65337 685 3 

25 Madhya Pradesh 230 65341 685 3 

26 Tamil Nadu  234 65616 684 3 

27 West Bengal 294 77247 685 3 

28 Maharashtra 288 91329 685 3 

29 Uttar Pradesh 403 150000 686 2 

INDIA 4120 
About 

10,00,000 
688 1 
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Endnotes 

1   In his presidential address to the American Statistical Association in 1950, Samuel S. Wilks said, 

“Perhaps H.G. Wells was right when he said ‘Statistical thinking will one day be as necessary 

for efficient citizenship as the ability to read and write.’" The quote was then published in the 

Association’s journal in 1951. This is the form in which it is popularly quoted.  But H.G.Wells’ 

original quote which appeared in his book “Mankind in the Making” (1903) was as follows: “The 

great body of physical science, a great deal of the essential fact of financial science, and endless 

social and political problems are only accessible and only thinkable to those who have had a 

sound training in mathematical analysis, and the time may not be very remote when it will be 

understood that for complete initiation as an efficient citizen of one of the new great complex 

world-wide States that are now developing, it is as necessary to be able to compute, to think in 

averages and maxima and minima, as it is now to be able to read and write.” 

 
2  Shetty, K.A.V. 2018.  “Making Electronic Voting Machines Tamper-proof: Some Administrative and 

Technical Suggestions”, The Hindu Centre for Politics and Public Policy, Policy Watch No. 6, 

published on August 30, 2018 and updated on October 3, 2018. Please see Chapter VI “The 

Vulnerability of Indian EVMs”, Chapter VII “Three Security Loopholes” and Chapter VIII “ECI’s 

Administrative Safeguards are not Foolproof”. 

 
3   In Statistics, the population, or universe, refers to the complete set of elements (persons or objects) 

that possess some common characteristic which is of interest to the researcher. e.g. all persons 

with HIV-AIDS in a city; all EVMs used in an election, etc. A sample is a subset of the population 

consisting of one or more elements drawn from the population. Based on the sample results, 

the researcher can make inferences or extrapolations from the sample to the population.  

 
4  Let us assume that 300 EVMs were used in an election. A sample of three EVMs is drawn 

randomly. As per the EVM electronic count, let the total votes polled in these three EVMs put 

together be 1,800 and the votes secured by the leading candidate be 600. If the hand count of 

VVPAT slips for these three EVMs also yields the same total of 1,800 votes and the same 

number of 600 votes for the leading candidate, then there is no possibility of any EVM 

malfunction or fraud. The results of the election (for 300 EVMs put together) can be declared 

based on their EVM electronic count. 

 
5   A 'defective EVM' is defined as one which has a mismatch between the 'EVM count' and the 

'VVPAT count'. The mismatch may be due to EVM malfunction or EVM tampering or 

VVPAT-unit malfunction or mistakes in the hand counting of VVPAT slips. In the event of a 

mismatch, at least one recounting of the VVPAT slips of the particular EVM may have to be done 

to rule out mistakes in hand counting. The VVPAT total as per the recount should tally either 

with the EVM count or the previous VVPAT count. If it doesn’t tally with either, further 

recounts should be done until the last VVPAT count matches either with the EVM count or 

one of the previous VVPAT counts.  
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6   Should the discrepancy of even a single vote or single digit votes between the EVM count and 

VVPAT count (even after following the recount procedure stated in Endnote 5 above) lead to 

the designation of the EVM as ‘defective’? Ideally, yes. Or, should the ECI ignore minor 

discrepancies of not more than, say, five votes in order to avoid the huge administrative workload 

of hand counting VVPAT slips of all the remaining EVMs of the population? Whether to ignore 

such minor discrepancies or not in cases where there will be no change in election outcomes is 

a policy decision to be made by the ECI in consultation with various political parties and other 

stakeholders.  

 
7  Chapter 5 titled “Perfunctory Implementation of VVPAT” of Policy Watch no. 6 “Making Electronic 

Voting Machines Tamper-proof: Some Administrative and Technical Suggestions” written by the author 

was one of the first papers in India to deal with the issue of sampling plan of EVMs for 

VVPAT-based audit. In that paper, sample sizes were calculated using ready reckoners based 

on the Normal Distribution model. The Normal Distribution model is a reasonably ‘good fit’ 

to the EVM problem but the Hypergeometric Distribution model (which is used in the present 

paper) is even better for the following three reasons:  

(i)  It is an ‘exact fit’ to the EVM problem;  

(ii)  It yields a more economic (i.e. smaller) sample size; and  

(iii)  In the Normal Distribution model – for a given confidence level and a given margin of 

error – the sample size is maximum when the ‘Proportion of defectives’ (P) in the 

population is assumed to be 0.5 and decreases significantly as the value of P decreases and 

approaches zero. But in the Hypergeometric Distribution, the exact reverse is the case i.e., 

the sample size is maximum when P is close to zero and decreases significantly as P 

increases. So, irrespective of what the true value of P is, if we calculate the sample size for 

P very close to zero such as P = 0.01 (which is what the ECI thinks it is), then this holds 

good for all the other scenarios where P is higher. We do not need to make any 

questionable assumptions about the value of P as in the Normal Distribution model nor 

do we need to extrapolate trends based on questionable past empirical data. 

 
8   Pinker, S. 1997. “How the Mind Works”, W.W.Norton & Co.  
 
9   When a sample is drawn without replacement from a finite population, the probability of occurrence 

of the various outcomes is given by the Hypergeometric Probability Distribution model.  

 Note: A ‘probability distribution’ is a mathematical function that gives the probability of 

occurrence of different possible outcomes in an experiment. The simplest case is the ‘uniform 

distribution’ in which all outcomes have an equal probability of occurrence. Apart from 

Hypergeometric Distribution, Binomial Distribution, Poisson Distribution, and Normal 

Distribution are some of the most commonly used probability distribution models. 

 
10    Schlaifer, R. (1959) “Probability and Statistics for Business Decisions – An Introduction to Managerial 

Economics under Uncertainty”, McGraw-Hill Book Company, Inc.  
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11 Supreme Court of India, 2018. Writ Petition (civil) no. 935 of 2018 in Kamal Nath vs Election 

Commission of India. Oct. 12.  
 
12   In Hypergeometric Distribution, the probability of finding ‘x’ successes in a sample of size ‘n’ 

drawn from a population of size ‘N’ with ‘M’ successes is given by the formula: 

Prob (x, n, M, N) =  
MCx  . (N-M)C(n-x) 

NCn 
             
13  The online Casio calculator available at  https://keisan.casio.com/exec/system/1180573201  

is very useful for calculating probabilities under Hypergeometric Distribution.  Enter the 

known values of population size (N) and ‘successes’ in the population (M), where M = N*P 

where P is the ‘proportion of the characteristic of interest’. Try out different values of sample 

size (n) in the calculator such that the probability that x = 0 (of not finding any ‘success’ in 

the sample) is less than the specified level, say, less than 0.01 or 0.001; or, which is the same thing, 

the probability of finding at least one ‘success’ in the sample is greater than 0.99 or 0.999. 

 
14  In the online Casio calculator referred to above, enter N = 100, M = 5, n = 3, x = 0 (not finding 

even a single ‘success’). The probability of ‘x = 0’ is 0.856. Or, the probability of getting at least 

one ‘success’ is [1 – 0.856] = 0.144 i.e. 14.4%. 

 
15  In the same calculator, enter N = 100, M = 5, x = 0 (not finding even a single ‘success’). Enter 

increasing values of ‘n’ till the probability of ‘x = 0’ becomes less than 0.01. It is seen that the 

probability of ‘x = 0’ is 0.011 for n = 58, and is 0.0099 for n = 59. So, with a sample size of 59, 

the probability of not getting a single ‘success’ is less than 1%. Or, the probability of getting at 

least one ‘success’ is 99%. 

 
16 The superiority of the Hypergeometric Distribution model to the Normal Distribution model 

has already been discussed in Endnote 7. The Binomial Distribution is applicable to infinite 

populations or where the samples are taken with replacement. In Binomial Distribution, the sample 

size (n) is independent of the population size (N) and depends on the proportion of the 

characteristic of interest (P) and the confidence level (C). The formula for sample size is: 

 
n = ln (1 – C) / ln (1 – P) where ‘ln’ stands for natural logarithm.  

 
For C = 0.99 and P = 0.01, n = ln (1-0.99) / ln (1-0.01) = ln (0.01) / ln (0.99) = 458.21, rounded 

off to 459 (the next highest integer). 

 
Only the Hypergeometric Distribution gives the correct, economic sample sizes for finite 

populations. In the example discussed in pages 2-4 (please see Table 1), with Hypergeometric 

Distribution, n = 448 when N = 10,000; n = 457 when N = 50,000; n = 458 when N = 1,00,000 

and n= 459 when N = 5,00,000. So, as the population size (N) increases, the sample size (n) as 

per the Hypergeometric Distribution model approaches the value given by the Binomial 

Distribution model (459). The Binomial Distribution model is a reasonably ‘good fit’ when the 

population size is very large but is not suitable for smaller, finite populations.  
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17  Moroney, M.J. 1951. “Facts from Figures”, Penguin, London.  
     
18  In the online Casio calculator in end note 11, enter N = 300, M = 3, n = 1 and x = 0. The 

probability of x = 0 (i.e. of not finding a single ‘success’) is 0.99. That is, the ECI-prescribed 

sample size will miss a defective EVM 99% of the time. Repeat the calculations for N = 200, 

N = 100 and N = 50 to get the figures for the last column of Table 4. 

 

 
19  Taleb, N, N. 2007. “The Black Swan: The Impact of the Highly Improbable”, Random House. 
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A Hitchhiker's Guide to Electronic Voting Machines and VVPATs

18.04.2019, Antar Bandyopadhyay, Krishanu Maulik and Rahul Roy,
The Wire

In Douglas Adams’s irreverent sci-fi classic The Hitchhiker’s Guide to
the Galaxy, the supercomputer Deep Thought, after spending
seven-and-a-half million years on it, derives the ‘Answer to the
Ultimate Question of Life, the Universe and Everything’. It is the
number 42.

Deep Thought also clarifies that the answer is meaningless because
the people who programmed the computer didn’t actually know what
the question was.

Closer to home, a few judges of our Supreme Court and many
renowned lawyers sought to understand the meaning of the number
‘479’, obtained ostensibly from an Indian Statistical Institute report to
the Election Commission of India. The three learned authors of this
report spent seven-and-a-half months to come up with this number,
which indicates the number of EVMs that should be randomly
checked with VVPAT.

On a careful reading of the report, we now understand the question to
which the answer is 479.

It is the answer to a question of statistical quality-control. Indeed, this
would have been the same answer to the question of how many
pencils need to be checked to ensure that in a pencil factory, the
weekly production of 15 lakh pencils doesn’t have more than 2%
defects – or in other words, whether the EVMs when they were
produced had manufacturing defects or not.

Before we move to other aspects of this report, we first point out a
fundamental flaw in the assumptions on which this report is based.
The report considers all the EVMs of India to be a single population,
among which defects have to be searched. India does not have a
presidential system of elections. Instead, we choose representatives in
each constituency to send to Parliament.

ANNEXURE: R10
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In such a model, a voter from a particular constituency has to be
satisfied that their representative has legitimately won the elections
and the result is not because of machine tampering. Thus, the random
checks have to be done among the machines at constituency-level,
which constitutes the relevant population.

Once this fact is noted, then following the ‘hypergeometric model’ of
the report, and assuming 1,500 EVM-VVPATs in each constituency
with 2% having defects, one comes to a figure of approximately 350
per constituency as the number of EVMs whose VVPATs have to be
tallied. This gives an overall number for the country of around 2 lakh
of randomly selected EVMs whose VVPATs have to be cross-checked.

However, this number of 350 per constituency, which is arrived at
from the hypergeometric model used in the report, is flawed.

Indeed suppose that there are 15 lakh voters in each of two distinct
constituencies ‘A’ and ‘B’. Also assume that in constituency A the
winning margin is 1.5 lakh votes, while in constituency B the winning
margin is 15,000 votes, and this is not an unrealistic scenario, as a
perusal of past election data will suggest. It is not rocket science to
realise that even a small error may change the outcome in constituency
B, while it will need a larger error to change the outcome in
constituency A.

For constituency B, tampering of 7,500 votes is enough to change the
outcome, while for constituency A there has to be tampering of 75,000
votes. In percentages terms, an error in the count of 0.5% of the
electorate of constituency B is enough to change the outcome, whereas
in constituency A the percentage required is 5%.

Thus the number of samples to be checked for constituency B has to
be much larger than that for constituency A. Indeed the sample size
has to depend on the size of the winning margin. A ‘one size fits all’
cannot be a solution as is done in the said report where a uniform 2%
error is used.

A quick calculation, assuming there are 1,500 EVMs in the
constituencies (each EVM on an average handles 1000 votes), it will
be enough to check 150 VVPATs for the constituency ‘A’, while to
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obtain a precision given in the report, it will be required to check
about 950 VVPATs for the constituency ‘B’.

The report also proceeds to give a sequential scheme of checking in
case of mismatch between the VVPAT and the EVM counts. If there is
only one mismatch in the 479 randomly selected EVMs, the report
suggests that an extra 128 EVMs be randomly selected and their
VVPATs checked for mismatches. If there are two mismatches in the
original 479 and the additional 128, then another extra 110 are to be
selected and their VVPATs tallied to check for mismatches, etc.

Again, clearly, if there is a mismatch in an EVM used in a particular
constituency, in the random choice of the EVMs for the additional
checks, the chosen machines may come from completely different
constituencies. This hardly makes any sense.

There is one more fallacy of checking a fixed number (1 or 5) of
EVM-VVPATs for each assembly segment of a parliamentary
constituency. For example, each parliamentary constituency in UP has
five assembly segments and hence, assuming five VVPATs are to be
verified per assembly segment, we need to check 25 machines.

On the other hand, Mizoram has one parliamentary constituency with
40 assembly segments, leading to checking of 200 of them. Given the
objection of the ECI about the difficult terrain, checking 200 machines
in Mizoram should have been a bigger concern than checking only
five in UP. An even more interesting conundrum arises in the five
parliamentary seats in the union territories without any assembly.

Recall what professor P.C. Mahalanobis said to the 125th meeting of
the American Statistical Association, about the difficulty of applying
“Statistics as a Key Technology” to the official systems in India. The
Father of Indian Statistics lamented: “The very idea of having
crosschecks is frightening as conflicting results arising from
independent checks would be ‘confusing’ and must be resisted and is
being resisted even today.”

How correct and contextual Mahalanobis sounds, even 54 years later.
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